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Internet Firewalls and Security
A Technology Overview
By Chuck Semeria

Security has become one of the primary
concerns when an organization connects its
private network to the Internet. Regardless of
the business, an increasing number of users
on private networks are demanding access to
Internet services such as the World Wide Web
(WMWW), Internet mail, Telnet, and File
Transfer Protocol (FTP). In addition, corpo-
rations want to offer WMWV home pages and
FTP serversfor public access on the Internet.
Networ k administrators have increasing
concerns about the security of their networks
when they expose their organization’s private
data and networking infrastructure to Internet
crackers. To provide the required level of pro-
tection, an organization needs a security
policy to prevent unauthorized users from
accessing resources on the private network
and to protect against the unauthorized export
of private information. Even if an organization
is not connected to the Internet, it may still
want to establish an internal security policy to
manage user access to portions of the network
and protect sensitive or secret information.

Internet Firewalls

An Internet firewall is a system or group of
systems that enforces a security policy
between an organization’s network and the
Internet. The firewall determines which
inside services may be accessed from the
outside, which outsiders are permitted access
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Figure 1. Security Policy Creates a Perimeter Defense

. A
Sec\““\! ??‘ -

netel f{e‘, - N
, -
Remot© oft®

Leased e

to the permitted inside services, and which
outside services may be accessed by insiders.
For afirewall to be effective, al traffic to
and from the Internet must pass through the
firewall, where it can be inspected (Figure 1).
The firewall must permit only authorized
traffic to pass, and the firewall itself must be
immune to penetration. Unfortunately, a
firewall system cannot offer any protection
once an attacker has gotten through or around
the firewall.

It isimportant to note that an Internet
firewall is not just arouter, a bastion host, or
acombination of devicesthat provides
security for anetwork. The firewall is part of
an overall security policy that creates a
perimeter defense designed to protect the
information resources of the organization.
This security policy must include published
security guidelinesto inform users of their
responsibilities; corporate policies defining
network access, service access, local and
remote user authentication, dial-in and dial-
out, disk and data encryption, and virus pro-
tection measures; and employee training. All
potential points of network attack must be
protected with the same level of network
security. Setting up an Internet firewall
without a comprehensive security policy is
like placing a steel door on atent.

Benefits of an Internet Firewall

Internet firewalls manage access between the
Internet and an organization’s private network
(Figure 2). Without afirewall, each host
system on the private network is exposed to
attacks from other hosts on the Internet. This
means that the security of the private network

ense -7




et
el AN
“‘ewg,y sie

Figure 2. Benefits of an Internet Firewall

would depend on the “ hardness’ of each
host’ s security features and would be only as
secure as the weakest system.

Internet firewalls alow the network
administrator to define a centralized “choke
point” that keeps unauthorized users such as
hackers, crackers, vandals, and spies out of the
protected network; prohibits potentially vul-
nerable services from entering or leaving the
protected network; and provides protection
from various types of routing attacks. An
Internet firewall simplifies security man-
agement, since network security is consol-
idated on the firewall systemsrather than
being distributed to every host in the entire
private network.

Firewalls offer a convenient point where
Internet security can be monitored and darms
generated. It should be noted that for organi-
zations that have connections to the Internet,
the question is not whether but when attacks
will occur. Network administrators must audit
and log al significant traffic through the
firewall. If the network administrator doesn't
take the time to respond to each adlarm and
examine logs on aregular basis, thereisno
need for the firewall, since the network admin-
istrator will never know if the firewall has been
successfully attacked!

For the past few years, the Internet has
been experiencing an address space crisis that
has made registered | P addresses aless
plentiful resource. This means that organi-
zations wanting to connect to the Internet may
not be able to obtain enough registered IP
addresses to meet the demands of their user
population. An Internet firewall isalogical
place to deploy a Network Address Translator
(NAT) that can help aleviate the address space
shortage and eliminate the need to renumber

« Concentrates network security

« Serves as centralized access “choke point”

* Generates security alarms

» Monitors and logs Internet usage

* Good location for Network Address Translator (NAT)
* Good location for WWW and FTP servers

when an organization changes Internet service
providers (ISPs).

An Internet firewall is the perfect point
to audit or log Internet usage. This permits
the network administrator to justify the
expense of the Internet connection to man-
agement, pinpoint potential bandwidth
bottlenecks, and provide a method for depart-
mental charge-backs if this fits the organi-
zation' s financial model.

An Internet firewall can also offer a
central point of contact for information
delivery service to customers. The Internet
firewall istheideal location for deploying
World Wide Web and FTP servers. The
firewall can be configured to allow Internet
access to these services, while prohibiting
external accessto other systems on the pro-
tected network.

Finally, some might argue that the
deployment of an Internet firewall creates a
single point of failure. It should be emphasized
that if the connection to the Internet fails, the
organization’s private network will still
continue to operate—only Internet accessis
lost. If there are multiple points of access, each
one becomes a potential point of attack that the
network administrator must firewall and
monitor regularly.

Limitations of an Internet Firewall

An Internet firewall cannot protect against
attacks that do not go through the firewall. For
example, if unrestricted dia-out is permitted
from inside the protected network, internal
users can make a direct SLIP or PPP con-
nection to the Internet. Savvy users who
become irritated with the additional authenti-
cation required by firewall proxy servers may
be tempted to circumvent the security system




Glossary

Back door

A security hole in a com-
promised system that allows
continued access to the system
by an intruder even if the
original attack is discovered.

Bastion host

A designated Internet firewall
system specifically armored
and protected against attacks.

Circuit-level gateway

A specialized function that
relays TCP connections without
performing any additional
packet processing or filtering.

Internet firewall

A system or group of systems
that enforces an access control
policy between an organi-
zation’s network and the
Internet.

Packet filtering

A feature that allows a router
to make a permit/deny decision
for each packet based on the
packet header information that
is made available to the IP for-
warding process.

Proxy service
Special-purpose, application-
level code installed on an
Internet firewall gateway. The
proxy service allows the
network administrator to permit
or deny specific applications or
specific features of an appli-
cation.

Trojan horse

A packet sniffer that hides its
sniffing activity. These packet
sniffers can collect account
names and passwords for
Internet services, allowing a
hacker to gain unauthorized
access to other machines.

Figure 3. A Connection Circumventing an Internet Firewall

by purchasing adirect SLIP or PPP connection
to an I SP. Since these types of connections
bypass the security provided by the most
carefully constructed firewall, they create a
significant potential for back-door attacks
(Figure 3). Users must be made aware that
these types of connections are not permitted as
part of the organization’s overall security
architecture.

Internet firewalls cannot protect against
the types of threats posed by traitors or
unwitting users. Firewalls do not prohibit
traitors or corporate spies from copying sen-
sitive data onto floppy disks or PCMCIA cards
and removing them from a building. Firewalls
do not protect against attacks where a hacker,
pretending to be a supervisor or a befuddied
new employee, persuades a less sophisticated
user into revealing a password or granting
them “temporary” network access. Employees
must be educated about the various types of
attacks and about the need to guard and period-
icaly change their passwords.

Internet firewalls cannot protect against
the transfer of virus-infected software or files.
Since there are so many different viruses,
operating systems, and ways of encoding and
compressing binary files, an Internet firewall
cannot be expected to accurately scan each and
every filefor potential viruses. Concerned
organizations should deploy anti-viral software
at each desktop to protect againgt their arrival
from floppy disks or any other source.

Finaly, Internet firewalls cannot protect
against data-driven attacks. A data-driven
attack occurs when seemingly harmless dataiis
mailed or copied to an internal host and is

executed to launch an attack. For example, a
data-driven attack could cause a host to modify
security-related files, making it easier for an
intruder to gain access to the system. Aswe
will see, the deployment of proxy serverson a
bastion host is an excellent means of pro-
hibiting direct connections from the outside
and reducing the threat of data-driven attacks.

The Hacker's Toolbox

Itisdifficult to describe atypical hacker attack
because intruders have different levels of
technical expertise and many different moti-
vations. Some hackers are intrigued by the
challenge, others just want to make life more
difficult for others, and still others are out to
steal sensitive data for profit.

Information Gathering

Generaly, thefirst stepin abreak-inis some

form of information gathering. The god isto

construct a database of the target organi-
zation’ s network and gather information about
the hosts residing on each of the networks.

There are anumber of tools that a hacker can

use to collect thisinformation:

e The SNMP protocol can be used to examine
the routing table of an unsecured router to
learn intimate detail s about the target organi-
zation's network topology.

» The TraceRoute program can reveal inter-
mediate network numbers and routersin the
path to a specific host.

» The Whois protocoal is an information
service that can provide data about all DNS
domains and the system administrators
responsible for each domain. However, this
information is usually out of date.



» DNSserverscan accessalist of host IP
addresses and their corresponding host
names.

» The Finger protocol can revea detailed
information about the users (login names,
phone numbers, time they last logged in,
etc.) of a specified host.

» The Ping program can be employed to locate
aparticular host and determine its reacha-
bility. This simpletool can be used in a short
scanning program that pings every possible
host address on a network to construct alist
of the hosts actually residing on the network.

Probing Systems for Security Weaknesses

After information about the targeted organi-

zation’ s network is gathered, the hacker

attempts to probe each host for security weak-

nesses. There are anumber of toolsthat a

hacker can use to automatically scan the indi-

vidua hogts residing on a network; for example:

* Sincethelist of known service vulnera-
bilitiesis rather short, a knowledgeable
hacker can write asmall program that
attempts to connect to specific service ports
on atargeted host. The output of the
program isalist of hosts that support
services that are exposed to attack.

e There are several publicly available tools,
such asthe Internet Security Scanner (ISS)
or the Security Analysis Tool for Auditing
Networks (SATAN), that scan an entire
domain or subnetwork and look for security
holes. These programs determine the weak-
nesses of each system with respect to severa
common system vulnerahilities. Intruders
use the information collected from these
scans to gain unauthorized accessto the
targeted organization's systems.

A clever network administrator can use
these tools within their private network to
discover potential security weaknesses and
determine which hosts need to be updated with
new software patches.

Accessing Protected Systems

The intruder uses the results of the host probes
to target a specific system for attack. After
gaining access to a protected system, the
hacker has many options available:

» Theintruder can attempt to destroy evidence
of the assault and open new security holes or
back doorsin the compromised systemin
order to have continued access even if the
original attack isdiscovered.

» Theintruder can install packet sniffers that
include Trojan horse binaries that hide the
sniffing activity on the installed systems.
The packet sniffers collect account names
and passwords for Telnet and FTP services
that allow the hacker to spread the attack to
other machines.

* Theintruder can find other hosts that trust
the compromised system. This alows the
hacker to exploit the vulnerabilities of a
single host and spread the attack across the
entire organization's network.

« If the hacker can obtain privileged accesson
a compromised system, he or she can read
mail, search private files, steal privatefiles,
and destroy or corrupt important data.

Basic Firewall Design Decisions

When designing an Internet firewall, there are

anumber of decisions that must be addressed

by the network administrator:

» The stance of the firewall

» The overall security policy of the organi-
zation

» Thefinancia cost of the firewall

» The components or building blocks of the
firewall system

Stance of the Firewall

The stance of afirewall system describes the

fundamental security philosophy of the orga-

nization. An Internet firewall may take one of
two diametrically opposed stances:

» Everything not specifically permitted is
denied. This stance assumes that a
firewall should block all traffic, and that
each desired service or application should
be implemented on a case-by-case basis.
This is the recommended approach. It
creates a very secure environment, since
only carefully selected services are sup-
ported. The disadvantage is that it places
security ahead of ease of use, limiting the
number of options available to the user
community.

Acronyms

CERT
Computer Emergency Response
Team

DNS
Domain Name Service

FAQ
Frequently Asked Questions

FTP
File Transfer Protocol

ICMP
Internet Control Message
Protocol

ISP
Internet service provider

ISS
Internet Security Scanner

NAT
Network Address Translator

PCMCIA
Personal Computer Memory
Card International Association

PPP
Point-to-Point Protocol

RFC
Request for Comment

SATAN
Security Analysis Tool for
Auditing Networks

SLIP
Serial Line Internet Protocol

SMTP
Simple Mail Transfer Protocol

TCP
Transmission Control Protocol

ubp
User Datagram Protocol



Learning More About
Internet Attacks

For the latest, up-to-aate infor-
mation concerning attacks on
Internet sites, contact the
Computer Emergency Response
Team (CERT) Coordination
Center. CERT periodically pub-
lishes warnings and summaries
to draw attention to the various
types of attacks that have been
reported to their incident
response staff. These reports
also contain information and
solutions for defeating each
type of attack. New or updated
files are available for
anonymous FTP from
fip://info.cert.org, and past
summaries are available from
ftp://info.cert.org/pub/
cert_summaries.

For more information con-
cerning the techniques
employed by hackers, track the
following USENET newsgroups:
comp.security.announce,
comp.security.mis,
comp.security.unix, alt.2600 ,
alt.wired, alt.hackers, and
alt.security. Finally, look for
various hacker bulletin
boards—they’re everywhere!

* Everything not specifically denied is per-
mitted. This stance assumes that a firewall
should forward all traffic, and that each
potentially harmful service should be shut
off on acase-by-case basis. This approach
creates a more flexible environment, with
more services available to the user com-
munity. The disadvantage isthat it puts
ease of use ahead of security, putting the
network administrator in areactive mode
and making it increasingly difficult to
provide security as the size of the protected
network grows.

Security Policy of the Organization

Asdiscussed earlier, an Internet firewall does
not stand alone—it is part of the organi-
zation' s overall security policy, which defines
all aspects of its perimeter defense. To be suc-
cessful, organizations must know what they
are protecting. The security policy must be
based on a carefully conducted security
analysis, risk assessment, and business needs
analysis. If an organization does not have a
detailed security policy, the most carefully
crafted firewall can be circumvented to expose
the entire private network to attack.

Cost of the Firewall

How much security can the organization
afford? A simple packet-filtering firewall can
have aminimal cost since the organization
needs a router to connect to the Internet, and
packet filtering isincluded as part of the
standard router feature set. A commercial
firewall system provides increased security
but may cost from U.S.$4,000 to $30,000,
depending on its complexity and the number
of systems protected. If an organization has
the in-house expertise, a home-brewed
firewall can be constructed from public

Figure 4. Packet-Filtering Router

domain software, but there are still costsin
terms of the time to develop and deploy the
firewall system. Finally, all firewalls require
continuing support for administration, general
maintenance, software updates, security
patches, and incident handling.

Components of the Firewall System
After making decisions about firewall stance,
security policy, and budget issues, the organi-
zation can determine the specific components
of itsfirewall system. A typical firewall is
composed of one or more of the following
building blocks:
* Packet-filtering router
» Application-level gateway (or proxy server)
« Circuit-level gateway

The remainder of this paper discusses
each of these building blocks and describes
how they can work together to build an
effective Internet firewall system.

Building Blocks: Packet-Filtering Routers

A packet-filtering router (Figure 4) makesa
permit/deny decision for each packet that it
receives. The router examines each datagram
to determine whether it matches one of its
packet-filtering rules. Thefiltering rules are
based on the packet header information that is
made available to the I P forwarding process.
Thisinformation consists of the IP source
address, the | P destination address, the encap-
sulated protocol (TCP, UDP, ICMP, or IP
Tunnel), the TCP/UDP source port, the
TCP/UDP degtination port, the ICMP message
type, the incoming interface of the packet, and
the outgoing interface of the packet. If amatch
isfound and the rule permits the packet, the
packet is forwarded according to the infor-
mation in the routing table. If amatch isfound
and the rule denies the packet, the packet is



discarded. If there is no matching rule, auser-
configurable default parameter determines
whether the packet is forwarded or discarded.

Service-Dependent Filtering

The packet-filtering rules allow arouter to

permit or deny traffic based on a specific

service, since most service listeners reside on

well-known TCP/UDP port humbers. For

example, a Telnet server listens for remote

connections on TCP port 23 and an SMTP

server listens for incoming connections on

TCP port 25. To block all incoming Telnet

connections, the router simply discards al

packets that contain a TCP destination port

value equal to 23. To restrict incoming Telnet

connections to a limited number of internal

hosts, the router must deny all packets that

contain a TCP destination port value equal to

23 and that do not contain the destination IP

address of one of the permitted hosts.

Sometypical filtering rules include:

e Permit incoming Telnet sessionsonly to a
specific list of interna hosts

» Permit incoming FTP sessions only to
specific internal hosts

 Permit all outbound Telnet sessions

» Permit all outbound FTP sessions

 Deny dl incoming traffic from specific
external networks

Service-Independent Filtering

There are certain types of attacks that are dif-
ficult to identify using basic packet header
information because the attacks are service
independent. Routers can be configured to
protect against these types of attacks, but
they are more difficult to specify since the
filtering rules require additional information
that can be learned only by examining the
routing table, inspecting for specific IP
options, checking for a special fragment
offset, and so on. Examples of these types of
attacks include:

Source | P Address Spoofing Attacks. For this
type of attack, the intruder transmits packets
from the outside that pretend to originate from
an interna host: the packets falsely contain the
source | P address of an inside system. The

attacker hopes that the use of a spoofed source
IP address will alow penetration of systems
that employ simple source address security
where packets from specific trusted internal
hosts are accepted and packets from other
hosts are discarded. Source spoofing attacks
can be defeated by discarding each packet
with an inside source | P address if the packet
arrives on one of the router’ s outside
interfaces.

Source Routing Attacks. In a source routing
attack, the source station specifies the route
that a packet should take asit crossesthe
Internet. Thistype of attack is designed to
bypass security measures and cause the packet
to follow an unexpected path to its destination.
A source routing attack can be defeated by
simply discarding al packets that contain the
source route option.

Tiny Fragment Attacks. For this type of
attack, the intruder uses the | P fragmentation
feature to create extremely small fragments
and force the TCP header information into a
separate packet fragment. Tiny fragment
attacks are designed to circumvent user-
defined filtering rules; the hacker hopesthat a
filtering router will examine only the first
fragment and allows all other fragmentsto
pass. A tiny fragment attack can be defeated
by discarding all packets where the protocol
typeis TCP and the IP FragmentOffset is
equal to 1.

Benefits of Packet-Filtering Routers

The mgjority of Internet firewall systems are
deployed using only a packet-filtering router.
Other than the time spent planning thefilters
and configuring the router, there islittle or no
cost for implementing packet filtering since the
feature isincluded as part of standard router
software releases. Since Internet accessis gen-
erally provided over aWAN interface, thereis
little impact on router performance if traffic
loads are moderate and few filters are defined.
Finally, a packet-filtering router is generally
transparent to users and applications, so it does
not require specialized user training or that
specific software be installed on each host.




Limitations of Packet-Filtering Routers

Defining packet filters can be a complex task
because network administrators need to have a
detailed understanding of the various Internet
services, packet header formats, and the
specific values they expect to find in each
field. If complex filtering requirements must
be supported, the filtering rule set can become
very long and complicated, making it difficult
to manage and comprehend. Finally, there are
few testing facilities to verify the correctness
of the filtering rules after they are configured
on therouter. This can potentially leave asite
open to untested vulnerabilities.

Any packet that passes directly through a
router could potentially be used launch a data-
driven attack. Recall that a data-driven attack
occurs when seemingly harmless datais for-
warded by the router to an internal host. The
data contains hidden instructions that cause
the host to modify access control and security-
related files, making it easier for the intruder
to gain access to the system.

Generally, the packet throughput of a
router decreases as the number of filters
increases. Routers are optimized to extract the
destination | P address from each packet, make
arelatively simple routing table lookup, and
then forward the packet to the proper interface
for transmission. If filtering is enabled, the
router must not only make a forwarding
decision for each packet, but also apply all of
the filter rules to each packet. This can
consume CPU cycles and impact the per-
formance of asystem.

I P packet filters may not be able to
provide enough control over traffic. A packet-
filtering router can permit or deny a particular
service, but it is not capable of understanding
the context/data of a particular service. For
example, a network administrator may need to
filter traffic at the application layer in order to
limit access to a subset of the available FTP or
Telnet commands, or to block the import of
mail or newsgroups concerning specific
topics. Thistype of control is best performed
at a higher layer by proxy services and appli-
cation-level gateways.

Building Blocks: Application-Level Gateways
An application-level gateway alowsthe
network administrator to implement a much
stricter security policy than with a packet-fil-
tering router. Rather than relying on a generic
packet-filtering tool to manage the flow of
Internet services through the firewall, special-
purpose code (a proxy service) isinstalled on
the gateway for each desired application. If
the network administrator does not install the
proxy code for aparticular application, the
service is hot supported and cannot be for-
warded across the firewall. Also, the proxy
code can be configured to support only those
specific features of an application that the
network administrator considers acceptable
while denying all other features.

This enhanced security comes with an
increased cost in terms of purchasing the
gateway hardware platform, the proxy service
applications, the time and knowledge required
to configure the gateway, a decrease in the
level of service that may be provided to users,
and alack of transparency resulting in aless
user-friendly system. As always, the network
administrator is required to balance the orga-
nization’s need for security with the user com-
munity’ s demand for ease of use.

It isimportant to note that users are per-
mitted access to the proxy services, but they
are never permitted to log in to the appli-
cation-level gateway. If users are permitted to
log in to the firewall system, the security of
the firewall is threatened, since an intruder
could potentially perform some activity that
compromises the effectiveness of the firewall.
For example, the intruder could gain root
access, install Trojan horses to collect
passwords, and modify the security configu-
ration files of the firewall.

Bastion Host

Unlike packet-filtering routers, which allow
the direct flow of packets between inside
systems and outside systems, application-level
gateways allow information to flow between
systems but do not allow the direct exchange
of packets. The chief risk of allowing packets
to be exchanged between inside systems and



outside systemsis that the host applications

residing on the protected network’s systems

must be secured against any threat posed by
the allowed services.

An application-level gateway is often
referred to as a*“bastion host” becauseitisa
designated system that is specifically armored
and protected against attacks. Several design
features are used to provide security for a
bastion host:

» The bastion host hardware platform executes
a‘“secure” version of its operating system.
For example, if the bastion host isa UNIX®
platform, it executes a secure version of the
UNIX operating system that is specifically
designed to protect against operating system
vulnerabilities and ensure firewall integrity.

* Only the services that the network adminis-
trator considers essential are installed on the
bastion host. The reasoning isthat if a
serviceisnot installed, it can’t be attacked.
Generally, alimited set of proxy appli-
cations such as Telnet, DNS, FTP, SMTP,
and user authentication areinstalled on a
bastion host.

 The bastion host may require additional
authentication before a user is alowed
access to the proxy services. For example,
the bastion host istheideal location for
installing strong authentication using a one-
time password technology where a smart
card cryptographic authenticator generates a
unigue access code. In addition, each proxy
service may require its own authentication
before granting user access.

» Each proxy is configured to support only a
subset of the standard application’s com-
mand set. If a standard command is not sup-
ported by the proxy application, it issimply
not available to the authenticated user.

 Each proxy is configured to allow access
only to specific host systems. This means
that the limited command/feature set may be
applied only to a subset of systems on the
protected network.

 Each proxy maintains detailed audit infor-
mation by logging al traffic, each con-
nection, and the duration of each connection.
The audit log is an essential tool for dis-
covering and terminating intruder attacks.

 Each proxy isasmall and uncomplicated
program specificaly designed for network
security. This allows the source code of the
proxy application to be reviewed and
checked for potential bugs and security
holes. For example, atypical UNIX mail
application may contain over 20,000 lines of
code, while amail proxy may contain fewer
than 1000!

 Each proxy isindependent of all other
proxies on the bastion hogt. If thereisa
problem with the operation of any proxy, or
if afuture vulnerability is discovered, it can
be uninstalled without affecting the
operation of the other proxy applications.
Also, if the user population requires support
for anew service, the network administrator
can easily install the required proxy on the
bastion host.

» A proxy generally performs no disk access
other than to read itsinitial configuration
file. Thismakesit difficult for an intruder to
install Trojan horse sniffers or other dan-
gerous files on the bastion host.

» Each proxy runsas anonprivileged user in a
private and secured directory on the bastion
host.

Example: Telnet Proxy

Figure 5 on page 10 illustrates the operation of
aTelnet proxy on an bastion host. For this
example, the outside client wants to Telnet to
an inside server protected by the application-
level gateway.

The Telnet proxy never allows the remote
user tolog in or have direct accessto the
internal server. The outside client Telnetsto
the bastion host, which authenticates the user
employing one-time password technol ogy.
After authentication, the outside client gains
access to the user interface of the Telnet proxy.
The Telnet proxy permits only a subset of the
Telnet command set and determines which
inside hosts are available for Telnet access.
The outside user specifies the destination host
and the Telnet proxy makes its own connection
to the inside server and forwards commands to
the inside server on behalf of the outside
client. The outside client believes that the
Telnet proxy isthe real inside server, while
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Figure 5. Telnet Proxy

theinside server believes that the Telnet
proxy isthe outside client.

Figure 6 shows the output to the outside
client’ sterminal screen as the connection to the
inside server is established. Note that the client
is not performing alogon to the bastion host;
the user is being authenticated by the bastion
host and a challenge isissued before the user is
permitted to communicate with the Telnet
proxy. After passing the challenge, the proxy
server limits the set of commands and desti-
nationsthat are available to the outside client.

Authentication can be based on either
something the user knows (like a password)
or something the user physically possesses
(like a smart card). Both techniques are
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subject to theft, but using a combination of
both methods increases the likelihood of
correct user authentication. In the Telnet
example, the proxy transmits a challenge and
the user, with the aid of a smart card, obtains
aresponse to the challenge. Typically, a user
unlocks the smart card by entering their PIN
number and the card, based on a shared
“secret” encryption key and its own internal
clock, returns an encrypted value for the user
to enter as aresponse to the challenge.

Benefits of Application-Level Gateways

There are many benefits to the deployment of
application-level gateways. They givethe
network manager compl ete control over each

-

User nane: John Smith

Chal | enge Number “237936”
Chal | enge Response: 723456
Trying 200.43.67.17 ...

Host OS UNI X (basti on_host)

bh-t el net - proxy> hel p
Val id commands are:

connect host nane

hel p/ ?

quit/exit

bh-t el net - proxy> connect
Host OS UNI X (i nsi de_server)
| ogin: John Snith

Passwor d: ######
Last |ogin: Wednesday April

o

Qutside-Cient > tel net bastion_host

i nsi de_server

15 11:17:15

~

Figure 6. Telnet “Session” Terminal Display



service, since the proxy application limits the
command set and determines which internal
hosts may be accessed by the service. Also,
the network manager has compl ete control
over which services are permitted, since the
absence of a proxy for a particular service
means that the service is completely blocked.
Application-level gateways have the ability to
support strong user authentication and
provide detailed logging information. Finally,
the filtering rules for an application-level
gateway are much easier to configure and test
than for a packet-filtering router.

Limitations of Application-Level Gateways

The greatest limitation of an application-level
gateway isthat it requires either that users
modify their behavior, or that specialized
software be installed on each system that
accesses proxy services. For example, Telnet
access viaan application-level gateway
requires two user steps to make the connection
rather than a single step. However, specialized
end-system software could make the appli-
cation-level gateway transparent by allowing
the user to specify the destination host rather
than the application-level gateway in the
Telnet command.

Building Blocks: Circuit-Level Gateways
A circuit-level gateway is a specialized
function that can be performed by an appli-
cation-level gateway. A circuit-level gateway
simply relays TCP connections without per-
forming any additional packet processing or
filtering.

Figure 7 illustrates the operation of a
typical Telnet connection through a circuit-
level gateway. The circuit-level gateway

-
Hmmm—

8
qusiee "

Figure 7. Circuit-Level Gateway

simply relaysthe Telnet connection through
the firewall but does no additional exami-
nation, filtering, or management of the Telnet
protocol. Thecircuit-level gateway actslike a
wire, copying bytes back and forth between the
inside connection and the outside connection.
However, because the connection appears to
originate from the firewall system, it conceals
information about the protected network.
Circuit-level gateways are often used for
outgoing connections where the system admin-
istrator trusts the internal users. Their chief
advantage is that a bastion host can be con-
figured as a hybrid gateway supporting appli-
cation-level or proxy services for inbound
connections and circuit-level functionsfor
outbound connections. This makes the firewall
system easier to use for internal users who
want direct access to Internet services, while
still providing the firewall functions needed to
protect the organization from externa attack.

Firewall Example #1: Packet-Filtering Router
The most common Internet firewall system
consists of nothing more than a packet-filtering
router deployed between the private network
and the Internet (Figure 8 on page 12). A
packet-filtering router performsthe typical
routing functions of forwarding traffic between
networks as well as using packet-filtering rules
to permit or deny traffic. Typically, thefilter
rules are defined so that hosts on the private
network have direct access to the Internet,
while hosts on the Internet have limited access
to systems on the private network. The
external stance of thistype of firewall system
isusually that everything not specifically per-
mitted is denied.
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Figure 8. Packet-Filtering Router Firewall

Although thisfirewall system hasthe
benefit of being inexpensive and transparent to
users, it possesses dl of the limitations of a
packet-filtering router such as exposure to
attacks from improperly configured filters and
attacks that are tunneled over permitted
services. Since the direct exchange of packets
is permitted between outside systems and
inside systems, the potential extent of an attack
is determined by the total number of hosts and
services to which the packet-filtering router
permitstraffic. This means that each host
directly accessible from the Internet needs to
support sophisticated user authentication and
needs to be regularly examined by the network
administrator for signs of an attack. Also, if the
single packet-filtering router is penetrated,
every system on the private network may be
compromised.

Firewall Example #2: Screened Host Firewall
The second firewall example employs both a
packet-filtering router and a bastion host
(Figure 9). Thisfirewall system provides a
higher level of security than the previous
example because it implements both network-
layer security (packet-filtering) and appli-
cation-layer security (proxy services). Also, an
intruder has to penetrate two separate systems
before the security of the private network can
be compromised.

For thisfirewall system, the bastion host
is configured on the private network with a
packet-filtering router between the Internet
and the bastion host. The filtering rules on the
exposed router are configured so that outside
systems can access only the bastion host;
traffic addressed to all other internal systems
is blocked. Since the inside hosts reside on the
same network as the bastion host, the security
policy of the organization determines whether
inside systems are permitted direct accessto
the Internet, or whether they are required to
use the proxy services on the bastion host.
Inside users can be forced to use the proxy
services by configuring the router’ sfilter rules
to accept only internal traffic originating from
the bastion host.

One of the benefits of thisfirewall system
isthat a public information server providing
Web and FTP services can be placed on the
segment shared by the packet-filtering router
and the bastion host. If the strongest security is
required, the bastion host can run proxy
servicesthat require both internal and external
users to access the bastion host before commu-
nicating with the information server. If alower
level of security is adequate, the router may be
configured to allow outside users direct access
to the public information server.

Figure 9. Screened Host Firewall System (Single-Homed Bastion Host)



Figure 10. Screened Host Firewall System (Dual-Homed Bastion Host)

An even more secure firewall system can
be constructed using a dual-homed bastion
host system (Figure 10). A dual-homed bastion
host has two network interfaces, but the host’s
ability to directly forward traffic between the
two interfaces bypassing the proxy servicesis
disabled. The physical topology forces all
traffic destined for the private network through
the bastion host and provides additional
security if outside users are granted direct
access to the information server.

Since the bastion host is the only internal
system that can be directly accessed from the
Internet, the potentia set of systems open to
attack islimited to the bastion host. However,
if usersare allowed to log on to the bastion
host, the potential set of threatened systems
expands to include the entire private network,
sinceit is much easier for an intruder to com-
promise the bastion host if they are allowed to
log on. It iscritical that the bastion host be
hardened and protected from penetration and
that users never be allowed to log on to the
bastion host.

Bast'\o“
nost

Figure 11. Screened-Subnet Firewall System

Firewall Example #3: “Demilitarized Zone”

or Screened-Subnet Firewall

Thefina firewall example employstwo
packet-filtering routers and a bastion host
(Figure 11). Thisfirewall system creates the
most secure firewall system, since it supports
both network- and application-layer security
while defining a“ demilitarized zone” (DMZ)
network. The network administrator places the
bastion host, information servers, modem
pools, and other public servers on the DMZ
network. The DMZ network functionsasa
small, isolated network positioned between the
Internet and the private network. Typically, the
DMZ is configured so that systems on the
Internet and systems on the private network
can access only alimited number of systems
on the DMZ network, but the direct trans-
mission of traffic acrossthe DMZ network is
prohibited.

For incoming traffic, the outside router
protects against the standard external attacks
(source | P address spoofing, source routing
attacks, etc.) and manages Internet access to
the DMZ network. It permits external systems

nside ok
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to access only the bastion host (and possibly

the information server). Theinside router

provides a second line of defense, managing

DMZ accessto the private network by

accepting only traffic originating from the

bastion host.

For Internet-bound traffic, the inside
router manages private network accessto the
DMZ network. It permitsinternal systemsto
access only the bastion host (and possibly the
information server). The filtering rules on the
outside router require use of the proxy services
by accepting only Internet-bound traffic from
the bastion host.

There are severa key benefitsto the
deployment of a screened subnet firewall
system:

* Anintruder must crack three separate
devices (without detection) to infiltrate the
private network: the outside router, the
bastion host, and the inside router.

* Since the outside router advertises the
DMZ network only to the Internet, systems
on the Internet do not have routesto the
protected private network. This allows the
network manager to ensure that the private
network is“invisible,” and that only
selected systems on the DMZ are known to
the Internet viarouting table and DNS
information exchanges.

 Sincetheinside router advertises the DMZ
network only to the private network, systems
on the private network do not have direct
routes to the Internet. This guarantees that
inside users must access the Internet viathe
proxy services residing on the bastion host.

* Packet-filtering routers direct traffic to
specific systems on the DMZ network, elim-
inating the need for the bastion host to be
dual-homed.

» Theinside router supports greater packet
throughput than a dual-homed bastion host
when it functions asthe final firewall system
between the private network and the
Internet.

» Sincethe DMZ network isadifferent
network than the private network, a Network
Address Trandator (NAT) can beinstalled
on the bastion host to eliminate the need to
renumber or resubnet the private network.

Summary

Thereis no single correct answer for the design
and deployment of Internet firewalls. Each
organization’s decision will be influenced by
many different factors such as their corporate
security policy, the technical background of
their staff, cost, and the perceived threat of
attack. This paper focused on many of the
issues relating to the construction of Internet
firewalls, including their benefits, limitations,
building blocks, and examples of firewall
system topologies. Since the benefits of con-
necting to the global Internet probably exceed
its costs, network managers should proceed
with an awareness of the dangers and an
understanding that, with the proper pre-
cautions, their networks can be as safe as they
need themto be. O
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