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Acronyms and
Abbreviations

3DES
Triple Data Encryption
Standard

AAA
Authentication,
Authorization, and
Accounting

BITS
bump in the stack

BITW
bump in the wire

CA
certificate authority

CERT/CC

Computer Emergency
Response Team/Coordination
Center

cics
Customer Information
Control System

CPRI
Computer-based Patient
Record Institute

cPU
central processing unit

DHHS
Department of Health and
Human Services

DMZ
demilitarized zone

EAPOE
Extensible Authentication
Protocol over Ethernet

FTP
File Transfer Protocol

HIMSS

Healthcare Information and
Management Systems
Society

Healthcare Information Security

How a Secure Data Network Can Help
Healthcare Organizations Meet the
Challenge of Healthcare Security
Regulations

A 1996 United States federal law called the Health
Insurance Portability and Accountability Act
(HIPAA), also known as the Kennedy-Kassebaum
Act, establishes regulations designed to protect
health insurance benefits as well as sensitive
information about the insured. HIPAA offers
workers who change employment better access to
health insurance coverage by limiting exclusions
for preexisting conditions and restraining health
plans from denying people health insurance based
on their health status. But HIPAA also calls for
the development and implementation of uniform
national standards for the secure electronic trans-
mission of health information.

This 3Com white paper focuses on the strin-
gent information security policies and rules
established by HIPAA. In the Internet era, com-
prehensive security protections in the enterprise
data network must be a central part of any orga-
nizations HIPAA compliance planning. This
white paper discusses network security technolo-
gies and introduces tools and solutions to help
healthcare organizations implement secure, reli-
able, and manageable dara networks that enable
compliance with HIPAA requirements.

HIPAA: Protecting the Security of
Confidential Data

HIPAA imposes regulations on the Depart-
ment of Health and Human Services (DHHYS),
other federal agencies, state Medicaid agencies,
private health plans, healthcare providers, and
healthcare clearinghouses to assure their cus-
tomers (i.e., patients, the insured, providers,
and healthcare plans) of the confidentiality
and privacy of healthcare information that is
electronically collected, maintained, used, or
transmitted.

Confidentiality of information is gener-
ally threatened by the risk of unauthorized
access to stored information as well as the risk
of interception while such data is in transit.
The threats to confidential data kept in elec-

tronic format are no less serious than those to
paper-based records. In fact, the ever-growing
usage of the Internet introduces new chal-
lenges and security exposures for electronic
data.

Methods are available today to ensure the
protection of health information stored and
transmitted in electronic format. But electronic
storage and transmission of data requires orga-
nizations to adjust their information security
policies—and in some cases to establish such
policies for the first time. Ensuring an appro-
priate and consistent level of information
security for computer-based patient records,
both within individual healthcare organiza-
tions and throughout the entire healthcare
delivery system, also requires consistent and
compatible security policies among different
organizations.

Since an organization’s communications
network becomes the principal medium for
electronic delivery of healthcare information,
optimal network design for secure delivery of
information becomes a crucial task for health-
care providers. This paper focuses on network
design and network security issues to help
healthcare organizations meet HIPAA stan-

dards.

Threats to Enterprise Security

A computer networking system can be

attacked in a number of ways, resulting in dif-

fering degrees of damage. These attacks can
take several forms:

* Denial of service. The attacker disrupts the
smooth flow of information by crashing or
overloading a critical device such as a server,
router, or firewall. This is an attack on the
availability of information.

* Theft of information. The attacker acquires
information that is proprietary to the orga-
nization. This can be achieved by eaves-
dropping, by masquerading as an authorized
entity, or simply by a brute-force attack
such as the use of a computer program that
guesses passwords. This is an attack on the
ownership of information and intellectual
property.

* Corruption of data. The attacker either
destroys or corrupts data stored on disk or



The CPRI Toolkit: Guidelines for Healthcare Information Security

Recognizing the importance of information
security in managing computer-based patient
records, the Computer-based Patient Record
Institute (CPRI) chartered the Work Group on
Confidentiality, Privacy, and Security in 1993.
The Work Group has developed and published
a series of topical guidelines on improving
information security. These guidelines are now
available as the CPRI Toolkit.

The CPRI Toolkit addresses individual issues
in information security and promotes a com-
prehensive organizational process. It outlines
general principles and provides “best prac-
tice” examples of how healthcare providers
should manage the security of their paper and
electronic records.

The sections of the CPRI Toolkit identify key
activities that healthcare providers should ini-
tiate as part of managing information security,
including:

e Monitoring and adjusting to changing laws,
regulations, and standards

e Developing, implementing, and continu-
ously updating data security policies, proce-
dures, and practices

e Enhancing patient understanding of the
organization’s information security efforts

corrupts data as it is transmitted across the
network. This is an attack on the integrity
of information.

Threats to the availability, ownership, and

integrity of information assets can arise at any

of the following locations (Figure 1 on page 4):

The people who use the system (divulging
passwords, losing token cards, etc.)
Internal network connections such as
routers and switches

Interconnection points such as gateways
between corporate intranets and the Internet
Third-party network carriers such as long-
distance carriers and Internet service pro-
viders (ISPs)

Application-level imposters, eavesdroppers,
and attackers

e |nstitutionalizing responsibility for informa-
tion security

Each section of the CPRI Toolkit includes a
copy of the latest edition of the pertinent CPRI
guideline, several case studies with sample
policies, procedures, and forms, and extensive
references to sources of additional information.
The CPRI Toolkit also contains summaries of
the proposed DHHS rules, the DHHS model for
medical privacy provisions, a summary of fed-
eral legislation on medical privacy, informa-
tion about tracking state laws on medical
privacy, and a thorough explanation of the
standards-setting process in medical informat-
ics. This document can help healthcare pro-
viders plan, implement, and evaluate a
security surveillance process scaled to their
organizational needs.

As part of its ongoing commitment to meeting
the network infrastructure needs of the
healthcare industry, 3Com Corporation
(http://www.3com.com) is partnering with
CPRI to publish and distribute the CPRI Toolkit
in electronic format. Today, by partnering with
3Com, customers can use the wealth of infor-
mation in the CPRI Toolkit to help ensure
HIPAA compliance of their systems.

In a 1999 survey by the Healthcare Infor-
mation and Management Systems Society
(HIMSS) (http://www.himss.org/survey/),
senior executives and managers from health-
care organizations were asked about their top
security concerns (Table 1 on page 4). As the
table shows, 31 percent of the HIMSS survey
respondents said that the threat from within is
their number-one security concern. In fact,
the FBI Computer Crime Unit reports that
more than 80 percent of all network security
breaches are inside jobs by disgruntled or dis-
honest employees.

Based on the HIMSS survey, 18 percent
of U.S. healthcare organizations have already
implemented security policies and procedures
to address HIPAA security requirement

Acronyms and
Abbreviations

HIPAA
Health Insurance Portability
and Accountability Act

HTML
Hypertext Markup Language

HTTP
Hypertext Transfer Protocol

IETF
Internet Engineering Task
Force

IPSec
Internet Protocol Security

ISP
Internet service provider

LAN
local area network

NAT
Network Address
Translation

NCSA
National Computer Security
Association

NDS
Novell Directory Services

NIC
network interface card

NSP
network service provider

PKI
public key infrastructure

POP
Post Office Protocol

PPP
Point-to-Point Protocol

S/MIME
Secure/Multipurpose
Internet Mail Extensions



Acronyms and
Abbreviations

SA
security association

SLIP
Serial Line Internet
Protocol

SNA
Systems Network
Architecture

SPD
security policy database

TCP/IP
Transmission Control
Protocol/Internet Protocol

Tl
tunnel initiator

TS
tunnel switch

T
tunnel terminator

VLAN
virtual local area network

VPN
virtual private network

VTAM
Virtual Telecommunication
Access Method

WAN
wide area network
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Figure 1. Potential Security Breaches

compliance. Table 2 shows the reported
progress toward compliance. Clearly, there is
still a long way to go to bring the majority of
healthcare organizations into compliance with
the new regulations.

Elements of a Comprehensive

Security Solution

A complete security solution that maximizes
the benefits of networked data communica-
tions must contain these elements:

e Physical protection: Where are you?

e User authentication: Who are you?
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* Access control: What assets are you allowed
to use?

* Encryption: What information should be
hidden and how?

* Management: What is happening within
the network?

Establishing adequate or even impenetra-
ble security in one of these areas without
addressing each of the others exposes the orga-
nization to unacceptable risks. The following
sections look more closely at each element in a
total security solution.

Table 1. Security Concerns of Senior Healthcare Managers

Security Concern Percent of Respondents
Internal breach of security 31
The limits of existing security technology 21
External breaches of security 14
Unauthorized use of data by third parties 13
Patients’ lack of confidence in the security of information 11
| am not concerned about information security 7

Don’t know

3



Table 2. Reported Progress Toward Compliance with HIPAA Security Requirements

Progress Statement Percent of Respondents

We haven’t begun yet

Assessed organization compliance
Documented security policies and procedures
Implemented security policies and procedures
Hired a security officer

Don’t know

Physical Security

Physical risks most often involve access to

machines or people. A number of strategies

can be used to enhance physical security:

* Place computers in a secure environment.
The degree to which the console, keyboard,
and monitor of a computer can be physi-
cally accessed determines to a large extent
the level of system security. This is a com-
mon “back-door” opening to an intruder.
To implement physical security, organiza-
tions often use receptionists, security
guards, physical keys, combination or elec-
tronic door locks, and other access controls.
With PCs in areas where patients often
spend many minutes alone or at nursing sta-
tions where multiple users share a single
workstation, this threat is even more severe.

* Destroy sensitive documents, including
those stored electronically, when they are
no longer used. Sophisticated tools can
reconstruct files supposedly erased from a
disk. Only destroying the disk itself guaran-
tees the destruction of the data it once con-
tained.

e Store digital keys on smart cards or fobs,
not on disks. Disks can be duplicated; smart
cards or fobs are more difficult to copy.

* Keep passwords secure. Avoid writing pass-
words down, then sending them through
electronic mail or placing them in messages
that are archived or incorporated in group
discussion systems.

* Do not write PINs on ID cards. Writing a
PIN number on an ID card is similar to
hiding the front door key under the wel-

13
24
22
18
13
10

come mat. Security training can help make
employees aware of their part in maintain-
ing network security.

* Lock down portable equipment. The lap-
top computer represents one of the greatest

physical threats to a security system, because

it contains a great deal of information and

can easily be carried off. The same is true of

other devices such as external disk drives
and tape backup systems. These devices
must be locked away or bolted to the desk
to guard against theft.

User Authentication

Proof of identity is an essential component of
any security system. It is the only way to dif-
ferentiate authorized users from intruders.
User authentication to the network is a neces-
sity for any enterprise that is serious about
protecting information assets and knowing
who is attempting to gain access to the net-
work. Authentication becomes particularly
important when some of the more sophisti-
cated communication methods are used.

In addition to proving identity, authenti-
cation systems are used to determine what
information the requestor can access—for
example, a human resources database or cor-
porate financial database. True authentication
generally incorporates two or all three of the
following elements:

* Whart the user has or possesses (smart card,
certificate)

* What the user knows (password)

* A physical attribute (fingerprint or other
biometric information)

Additional information on
HIPAA requirements for
physical security can be
found in P.3-P.6, Chapter
4.1, Sections D and E of

the CPRI Toolkit (http://
www.3com.com/securitynet).



The Evolution of Enterprise Networks

Historically, enterprise networks consisted of
terminals directly attached via terminal or
cluster controllers to IBM Systems Network
Architecture (SNA)-based host mainframes
running mission-critical applications. These
physical connections were invariably made
over coax or twinax cabling. In the early
1980s, PCs began appearing on the floors of
corporate businesses, connected together in
local area networks (LANs) over Token Ring or
Ethernet media. Although network vendors
developed terminal and printer emulation soft-
ware for PCs to share the host resources with
the LAN-based clients, true integration was
limited.

Mainframe-centric SNA- and LAN-based enter-
prise networks evolved separately through
upgrade, acquisition, and corporate mergers.
The result? Different client platforms running
different applications over a mix of SNA and
non-SNA LAN protocols. In some networks,
SNA could be supported down to the client
machines in the network. In other cases, it was
often not desirable or possible to deploy SNA
support software on LAN-based clients. And
because LAN and SNA networks were

designed, developed, and maintained sepa-
rately, when departmental LANs requested
access to the host data at the centrally man-
aged data center, the interface was frequently
awkward and actual data extraction extremely
cumbersome.

In most cases, SNA and LAN networks still
exist side by side (Figure 2). Such a network
strategy may be safe, but it is costly. Maintain-
ing parallel networks for different protocols
can, at the extreme, cost twice as much as a
single network for several reasons:

¢ Increased administrative burden. Connect-
ing PCs to host systems incurs a significant
administration burden. Each PC must have a
corresponding VTAMLST definition on VTAM
hosts, so a host change can affect hundreds
of client configurations.

¢ Increased network downtime. Host config-
uration changes translate to increased
downtime.

¢ Decreased performance. Directly connect-
ing PCs degrades overall system perfor-
mance because of the increased processing

Figure 2. Legacy and Multiprotocol Networks Coexist in Today’ s Enterprises



overhead on the host CPU as well as
increased traffic on the SNA backbone.

Because of the ever-growing variety of PC-based
applications and productivity tools in the enter-
prise network, there is an expanding need to
integrate not only PC- and host-based applica-
tions, but also the data residing on these plat-
forms. New business applications are requiring
advanced functionality such as integration of
multimedia data from multiple hosts, servers,
and workstations into a single screen view; or
integration of server- and workstation-based
files, databases, security systems, and trans-
actions. In addition, Transmission Control
Protocol/Internet Protocol (TCP/IP) Web appli-
cations have spurred the development of Web
browser—based presentation techniques. This
new phenomenon radically changes the way
information is accessed and presented in tra-
ditional mainframe-based environments.

Authentication is most often achieved
through challenge and response, digital certifi-
cates, or message digests and digital signatures.

Challenge and Response. In this authentica-
tion method, a software agent within a data-
base system or a workgroup server presents the
person requesting access to a resource with a
challenge, most often requesting a username
and password. This is the most common form
of security and one that is easily broken when
passwords are not carefully chosen and main-
tained.

Digital Certificates. One of the earliest uses
of digital certificate technology was Privacy
Enhanced Mail, the predecessor to Secure/
Muldipurpose Internet Mail Extensions
(S/MIME), a widely used specification that
brought a higher level of security to e-mail
through encryption and digital signature-
based authentication. Since their introduction,
the use of digital certificates has continued to
grow steadily.

Digital certificates are essential compo-
nents of a public key infrastructure (PKI),

Sound security policies and functionality have
been characteristic of the centralized, SNA
mainframe-based enterprise networks. How-
ever, LAN-based networks have traditionally
been less concerned with security. As a result,
the emerging networking paradigm, which
combines mainframe and LAN-based intranets
and connects them to the Internet and
extranet, usually requires a major overhaul of
security strategies and processes.

The key to successful multiprotocol integration
lies in evaluating and selecting among the
implementation alternatives to find a mix that
best suits an organization’s business needs.
Selection of a credible and trustworthy net-
work consulting partner can substantially
expedite, simplify, and improve the process of
network design and implementation.

which can be generally defined as a security
system that consists of protocols, services, and
standards that support applications of public
key cryptography. Public key cryptography is
used to validate messages that have been digi-
tally signed and to decrypt messages encrypted
with a private key. Such messages can be sim-
ple e-mail or part of a protocol for establishing
a secure communications session.

To be authenticated, the sender of the
message digitally signs the message using a pri-
vate key. The signature can be validated using
the sender’s corresponding public key, which is
contained in the sender’s certificate and can
either be sent along with the message or
retrieved from a certificate repository.

The association between the sender’s
identity and the sender’s public key can be
authenticated through a digital certificate
issued by a trusted certificate authority (CA).
The CA certificate is issued in advance to all
parties, and its public key can be used to
authenticate the public key in the sender’s cer-
tificate. When the sender’s public key has been
validated, it can be used to authenticate the
digital signature of the message itself. Since

Additional information on
HIPAA requirements for user
authentication can be found
in $5.1-S5.7, Chapter 4.1,
Sections D and E of the

CPRI Toolkit (http://

www. 3com.com/securitynet).



Additional information on
HIPAA requirements for
access control can be found
in Chapter 4.1, Sections D
and E of the CPRI Toolkit
(http://www.3com.com/
securitynet).
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Figure 3. Deploying Digital Certificates

the CA certificate is already available to both

the sender and receiver, this method can be

used to authenticate messages in either direc-
tion without contacting a third party.

To implement a secure certificate or sig-
nature system (Figure 3), the following condi-
tions must be met:

e A certificate authority service provider or
software package must issue a certificate to
all potential senders and receivers.

¢ The receiver must be able to use the CA cer-
tificate to verify the sender’s public key.

* The sender’s authenticated public key must
then be used to verify the digital signature
of the message itself.

Although a digital certificate system can
affect the performance of heavily used servers,
this is usually not the case. Typically, the client
provides the certificate, in which case the
authenticator does not need to perform any
server access. Moreover, the value of prevent-
ing a security breach often far outweighs the
inconvenience of slightly delayed access.

Message Digests and Digital Signatures.
Applying a one-way hash function such as
MD5 or SHA-1 to a message creates message
digests. “One-way” means that the original
message cannot be recreated from the digest.
A digital signature uses the private key of an
individual to encrypt the message digest
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(Figure 4). At the receiving end, the digest is
recreated from the message text, the public
key is used to decrypt the digest from the digi-
tal signature, and the two message digests are
compared. If they match, the messages are in
all probability the same. Comparison of the
message digests provides both a means of
authenticating the signature and a check of
message integrity.

Access Control

Access control governs a user’s ability to make
a connection to a particular network, com-
puter, or application, or to a specific kind of
data traffic. The increasing use of the Internet
is heightening the concerns of network
administrators about the security of their net-
work infrastructure and their organization’s
private data. And in light of HIPAA security
regulations, these concerns are becoming even
more critical for healthcare providers.

The first step in establishing secure net-
work access is to define a security policy. The
National Computer Security Association
(NCSA), for example, recommends starting
with the most secure policy: denying all ser-
vices to anyone, except for what is explicitly
permitted. Many policies can be enforced
through the use of technology.

Access from external systems is generally
implemented using network firewalls. A fire-
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Figure 4. Authentication with Digital Signature

wall is a group of systems or a mechanism that
enforces a security policy to protect an internal
(trusted) network from an external (untrusted)
one. The firewall determines which inside ser-
vices can be accessed from the outside, which
outsiders are permitted access to the permitted
inside services, and which outside services can
be accessed by insiders.

For a firewall to be effective, all traffic to
and from the Internet must pass through the
firewall, where it can be inspected (Figure 5).
The firewall must permit only authorized traf-
fic to pass, and the firewall itself must be
immune to penetration. A firewall system can-

not offer any protection once an attacker has
gotten through or around the firewall.

A firewall consists of several components,
including filters or screens that block trans-
mission of certain classes of traffic. Some of
the well-known methods of attack that can be
prevented by firewalls include IP address
“spoofing,” IP source-routed attack, “tiny frag-
ment” attacks, IP tunnel attacks, and certain
types of denial-of-service attacks. For detailed
information about firewall design, refer to
the 3Com white paper “Internet Firewalls
and Security: A Technology Overview”

Figure 5. Security Policy Creates a Perimeter Defense




Security in the Internet Age

What is so special about Internet security?
And why are Internet security concerns so
much greater than those for public circuit

switched, packet switched, or Frame Relay
networks?

One of the key differences is that no single
body is responsible for the Internet. If, for
example, a company were using a certain car-
rier for public Frame Relay service, this carrier
would have contractual obligations to deliver
reliable and secure services. With the Internet,
such an approach would not be applicable.
Although virtual private network (VPN) offer-
ings are an interesting recent development in
this area, there is still a long way to go.

Another major issue is the ever-growing num-
ber of sophisticated users who are “surfing”
the net, sometimes with a clear intention to
break into someone’s network, either as a
“hobby” or for industrial espionage.

For up-to-date information concerning attacks
on Internet sites, contact the Computer Emer-

(heep:/Iwww.3com.com/technology/tech_net/
white_papers/500619s.heml).

An Internet firewall offers a number of
security benefits to the organization (Figure 6).
It provides a centralized “choke point” to help
keep unauthorized users out of the protected
network. It generates security alarms and pro-
vides a centralized location for monitoring
and logging Internet usage. An Internet fire-
wall is a logical place to deploy Network
Address Translation (NAT), which can help
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Figure 6. Benefits of an Internet Firewall

gency Response Team/Coordination Center
(CERT/CQ) (http://www.cert.org). CERT pub-
lishes warnings and summaries to draw atten-
tion to the various types of attacks that have
been reported to their incident response staff.
These reports also contain information and
solutions for defeating each type of attack.
New or updated files are available for anony-
mous FTP downloads from ftp://info.cert.org,
and past summaries are available from
ftp://info.cert.org/pub/cert_summaries.

For more information concerning the tech-
niques employed by hackers, see
http://www.attrition/org and track the follow-
ing USENET newsgroups:

comp.security.announce

comp.security.mis

comp.security.uni

alt.2600

alt.wired

alt.hackers

alt.security

alleviate the Internet address space shortage
and eliminate the need to modify IP address-
ing when an organization changes Internet
service providers. The Internet firewall is also
the ideal location for deploying World Wide
Web and FTP servers for information delivery
to those outside the organization.

An Internet firewall cannot protect
against attacks that do not go through the fire-
wall. For example, if unrestricted dial-out is
permitted from inside the protected network,

e Concentrates network security

e Serves as centralized access “choke point”

e Generates security alarms

* Monitors and logs Internet usage

® Good location for Network Address Translation (NAT)
® Good location for WWW and FTP servers



internal users can make a direct Serial Line
Internet Protocol (SLIP) or Point-to-Point
Protocol (PPP) connection to the Internet.
These types of connections bypass the firewall
and create a significant potential for back-
door attacks. Firewalls also do not protect
against attacks where a hacker, pretending to
be a supervisor or a befuddled new employee,
persuades a less sophisticated user to reveal a
password or grant them “temporary” network
access. Internet firewalls cannot protect
against the transfer of virus-infected software
or files. Organizations should deploy anti-viral
software at each desktop to protect against
such infection.

Finally, Internet firewalls cannot protect
against data-driven attacks. A data-driven
attack occurs when seemingly harmless data is
mailed or copied to an internal host and is
executed to launch an attack. For example, a
data-driven attack could cause a host to mod-
ify security-related files, making it easier for an
intruder to gain access to the system. For
improved protection, network security should
involve application gateways on specially cre-
ated subnets with secure “bastion” hosts for
proxy sessions with outside networks. Proxy
sessions let the gateway server pass all requests
to the WAN, while keeping the internal net-
works isolated.

It is important to note that an Internet
firewall must be part of an overall security pol-
icy that creates a perimeter defense designed
to protect the information resources of the
organization. This security policy must include:
(1) published security guidelines to inform
users of their responsibilities; (2) corporate
policies defining network access, service access,
local and remote user authentication, dial-in
and dial-out, disk and data encryption, and
virus protection measures; and (3) employee
training. All potential points of network
attack must be protected with the same level
of network security. Setting up an Internet
firewall without a comprehensive security pol-
icy in place is like placing a steel door on a
tent.

Encryption
Even if both authentication and access control
security systems are completely effective, the
enterprise can still be at risk when data com-
munications travel over a third-party network
such as the Internet. Indeed, the low cost and
ease of connecting to the Internet have made
it an extremely attractive medium for commu-
nication within and between enterprises.
Encryption is used to protect against
eavesdropping. It renders information private
by making it unreadable to all except those
who have the key needed to decrypt the data.
It does not matter whether a third party inter-
cepts packets sent over the Internet; the data
still cannot be read. This approach can be
used throughout the enterprise network,
including within the enterprise (intranet),
between enterprises (extranet), or over the
public Internet to carry private data in a VPN.
The degree of protection afforded by
encryption depends upon the strength of the
encryption algorithm. Against brute-force
attacks, that strength is determined by the
number of possible keys, which in turn is
defined by the key size, as shown in Table 3.
A recent brute-force attack was able to try
245 billion keys per second. With this type of
computing power, an intruder could try all
possible 56-bit keys in 81 hours, finding the
key in an average of 40 hours. However, with
112-bit keys and the ability to try 245 billion
keys per second, it would take an average of
336 trillion years to discover the key. A Triple
Data Encryption Standard (3DES) system
uses either 112-bit or 168-bit keys.

Table 3. Number of Possible Encryption
Keys Is a Function of Key Size

Key Size Number of Keys
32 bits = 232 43-10°
56 bits = 25¢ 7.2-101
112 bits = 2112 5.2-103
128 bits = 2128 3.4-1038
168 bits = 2 168 3.7-10%°

HIPAA encryption-related
requirements can be found
in $1.2 Chapter 3.5 and 4.1
of the CPRI Toolkit (http://
www. 3com.com/securitynet).



Additional information on
HIPAA requirements for
security management can
be found in A10.1-10.4,
Chapter 4.1, Sections C, D,
and E of the CPRI Toolkit
(http://www.3com.com/
securitynet).

Encryption systems in common use today
include the following:

e Shared key encryption. Both or all parties
possess a previously distributed key that
locks and unlocks the data. The sender pro-
vides the key to a shared symmetrical
encryption algorithm to encode the data
before placing it in a packet bound for the
remote site; the remote site then provides
the key to the same encryption algorithm to
decode the data.

e Public key encryption. One party possesses
a private unlocking key and makes a public
locking key. Any sender can use the public
key to encrypt the communication; the
receiver then uses its corresponding private
key to decrypt the data.

e Secure key exchange. Both parties first
authenticate themselves (often using digital
certificates) during a session-specific encryp-
tion key distribution process. The session
key is created based on data generated by
both parties at the time of communication.
This key can then be used to encrypt and
decrypt all other communications.

All encryption systems place an additional
load on the network because one or more
round trips are needed to authenticate the par-
ties. The machines involved in the communi-
cation must also perform large mathematical
operations to encrypt and decrypt data, and
this can amount to a noticeable increase of
CPU cycles on systems that pass many pack-
ets. To free the CPU from this task, the con-
ventional burden of encryption systems can be
moved to firmware or hardware, such as a
coprocessor on the network interface card

(NIC) or elsewhere in an embedded system.

Security Management

A security system should allow for oversight
and control by a human authority. Any system
that uses authentication requires some central
authority to verify those identities, whether it
be the /etc/password file on a UNIX host, a
Windows N'T domain controller, or a Novell
Directory Services (NDS) server. The ability
to see histories, such as repeated failed
attempts to breach a firewall, can provide

invaluable information to those charged with
protecting information assets.

Some of the more recent security specifi-
cations, such as Internet Protocol Security
(IPSec), require the presence of a database
containing policy rules. All these elements
must be managed for the system to work cor-
rectly. However, management consoles or
functions themselves represent another poten-
tial point of failure of a security system. It is
therefore important to ensure that these sys-
tems are physically secured and that authenti-
cation is in place for any logon to a
management console.

New policy-powered networking or direc-
tory-enabled networking technologies are sim-
plifying security management methodologies
and enabling automation for access control,
authorization, scope of control, span of com-
mands, and privacy of content. Security infor-
mation can be strategically placed into the
policy-powered networking directories, giving
network and security managers powerful new
tools to monitor and enforce network security
and information privacy.

Internet Protocol Security. To promote secu-
rity for business communications, the Internet
Engineering Task Force (IETF) developed
IPSec. IPSec offers a complete and integrated
system for securing data networks. IPSec can
be used within the organization or on the
Internet because it is based on a set of open
specifications, including the entire TCP/IP
protocol suite. Also, like TCP/IP (and unlike
proprietary schemes), IPSec is designed for
interoperability between enterprise systems.

In an IPSec communication, the two
communicating entities (which can be indi-
vidual hosts or intervening devices such as
routers or firewalls) first establish a security
association (SA). During negotiation of the
SA, the two entities agree on what kind of
security will be employed.

A security policy database (SPD) keeps
track of the kinds of security, encryption, and
authentication that a particular enterprise can
implement, and also keeps track of the active
security associations. This makes it possible to
monitor IPSec activity across the network, and



to manage the security systems employed at

any given site.

Network system designers can integrate

IPSec into an existing system in three ways:

* By integrating IPSec processing into the
TCP/IP network stack of the host or other
device. This requires the host CPU to do
security processing.

* By performing IPSec processing in software
before the data packets are processed by the
existing TCP/IP networking stack (known
as a bump in the stack, or BITS). This
approach also requires the host CPU to do
security processing.

* By performing IPSec processing before the
data packets are processed by the host com-
puter (known as bump in the wire, or
BITW). This system offloads security pro-
cessing to a processor on a network compo-
nent, such as a NIC with an on-board
encryption chip, and leaves the CPU free.

The use of an additional processor (or

BITW) to handle IPSec security tasks promises

the greatest throughput while still delivering

the full benefit of a comprehensive security
system.

Securing End-to-End Data Access

It is hard to overstate the importance of the
end-to-end aspect of network security. Secu-
rity starts with well-defined and -enforced

security policies implemented by efficient and
robust encryption on NICs, authentication
and authorization in the LAN switches, and
robust and flexible firewall and security man-
agement instrumentation.

3Com can offer best-of-breed security
technologies for each component in the end-
to-end networking paradigm. And since it is
both important and rational to control secu-
rity at the edges of the network, the IEEE
P802.1x/D1 working group is currently devel-
oping an important technology for policing
LAN security on devices at the network edge,
called Extensible Authentication Protocol over
Ethernet (EAPOE). EAPOE technology is
based on the Network Login technology pio-
neered by 3Com.

VPNs and Tunnel Switching

A VPN is a secure connection that offers the
privacy and management controls of a dedi-
cated, point-to-point link but actually occurs
over a shared, routed network such as the
Internet. VPN are created using encryption,
authentication, and tunneling—a method by
which data packets in one protocol are encap-
sulated within another protocol. Tunneling
enables traffic from multiple enterprises to
travel across the same network unaware of
cach other, as if enclosed in their own private
pipes (Figure 7).
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Figure 7. Typical VPN Tunneling Without Tunnel Switching
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Figure 8. Tunnel Switching Extends the Original Tunnel to a New Destination

Tunnel switching is a 3Com technology
that increases the security, manageability, per-
formance, and scalability of VPNG. It allows
organizations to bring multiple VPN into the
network through a single edge device, effi-
ciently aggregate them for internal delivery,
and flexibly locate their end points anywhere
in the enterprise.

While VPN tunnels are generally termi-
nated at the enterprise network edge, tunnel
switching allows them to be extended safely
across firewalls to specific tunnel termination
points within LAN administrative domains
(Figure 8). In this way, all tunneled traffic can
be addressed to the tunnel switch, with its sin-
gle, publicly known address, while actually
being terminated at any number of internal
destinations, whose addresses and security
measures are hidden from the Internet.

Tunnel switching increases security by
moving primary security controls inside the
network and adding a second layer of security
at the edge. Instead of terminating the tunnel
outside the firewall or in a “demilitarized
zone” (DMZ) between two firewalls, then
transmitting packets over an unsecured link to
an internal server, enterprises can maintain
packets in their secure tunnels through the
firewall to the other side. This approach
allows multiple protocols and applications to

be supported while opening only a “pinhole”
in the firewall for the tunneling protocol.

In addition, while the tunnel switch per-
forms preliminary authentication on incoming
tunnels, it need not be aware of encryption
keys, digital signatures, and other security
measures employed by tunnel terminators. As
a result, the amount of security information
stored at the network edge, requiring protec-
tion against potential threats from the Inter-
net, is minimized. Nor does the tunnel switch
participate in the Point-to-Point Protocol ses-
sions between the source and ultimate destina-
tion host; in the event that the tunnel switch
is compromised, the PPP session is not.

Organizations can determine the level of
security that will be applied to various types of
tunneled traffic. Tunnel switches can direct
employee traffic, for example, to one tunnel
terminator, while traffic from consultants and
suppliers is directed to another terminator that
enforces stricter security. Government organi-
zations and universities often use tunnel
switching to allow internal agencies or depart-
ments to implement their own security poli-
cies, while still providing a single address for
tunnels coming in from the outside world.

Other advantages of tunnel switching
include improved VPN manageability. Enter-

prises can change the location of tunnel termi-



nators, addressing schemes, or indeed the
entire network topology behind the firewall
without having to notify all tunnel initiators
(which could comprise tens of thousands of
remote users). Tunnel switching also facilitates
VPN access to legacy applications and allows
VPN users to be members of virtual local area
networks (VLANs), simplifying user moves
and changes.

For more information about tunnel
switching technology, refer to the 3Com white
paper “Tunnel Switching: 3Com Technology
Boosts VPN Security and Reliability,” (heep://
www.3com.com/technology/tech_net/

white_papers/503049.html).

Conclusion

The HIPAA legislation confronts many
healthcare providers with the need to review
and upgrade security policies and procedures.
Although this is not an easy task, 3Com offers
product solutions and consulting services to
help ensure that an organization’s data network
infrastructure provides the security, reliability,
and manageability to support compliance with
the regulations.

The CPRI Toolkit provides models and
methods for assisting healthcare providers in
managing patient records as a broad institu-
tional process, including the technical protec-
tion of the information system. In addition to
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these technical methods, however, healthcare
providers should institutionalize a sense of
responsibility for maintaining patient confi-
dentiality at all levels, including individual
staff, program managers, and organizational
administrators.

Designing and maintaining a secure,
HIPAA-compliant network is not a trivial
task. Fortunately, sophisticated tools and com-
prehensive service offerings are available and
are continuously being improved. These tools
and services can help with the process of
designing secure, reliable networks, as well as
with re-engineering existing networks to meet
today's new security challenges. The products,
technologies, and practices available today can
provide flexible security solutions for a range
of Internet, intranet, and extranet applications.

The best way to remain consistently
informed about the integrity and reliability of
your network’s security is through regular

security audits. To ensure a successful and reli-
able security implementation, it is important
to partner with a competent network consult-
ing organization for both the initial design and
deployment of a secure networking infrastruc-
ture as well as for ongoing evaluation of secu-
rity methodologies and HIPAA compliance.
3Com’s Consulting Services are available to
help customers and partners identify, design,
implement, and manage cost-effective, best-
of-breed networking security solutions.

Regardless of what some vendors may
claim, no technology or technique can guaran-
tee 100 percent security for the network or
data resources. But a sound, up-to-date, and
continuously reviewed and improved security
policy can help ensure regulatory compliance
and can make it very expensive, perhaps even
cost-prohibitive, for anyone to compromise
network security. O
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