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Americans treasure privacy, linking it to our concept of personal freedom and well-being. Unfortunately,
the Global Information Infrastructure’s great promise -- that it facilitates the collection, re-use and
instantaneous transmission of information -- can, if not managed carefully, diminish personal privacy. It
isessential, therefore, to assure personal privacy in the networked environment if people areto feel
comfortable doing business.

—Joint statenment by President WIlliam Clinton and Vice-President Al GCore.

The Unites States Suprene Court has interpreted the Constitution to
include a right to privacy for every American.' Qur belief in this right is
deeply rooted in both our traditions and our | aws. In no area is this right
nore cherished than in the area of an individual’s private health
information.'

Today, the health information of npst Anericans is electronically

stored, mmintained and transmtted by doctors, hospitals, |aboratories,
clinics, insurance conpanies and managed care organizations for diagnosis,
billing and other purposes. In many cases these same organizations also
share this information with universities and drug manufacturers for use in
medi cal research. As a result of these proliferating uses for health
i nformati on, it is becoming increasingly difficult for a nodern-day
heal thcare organization to guaranty the information’s security and

confidentiality.

As many healthcare organizations drive towards openly sharing health
informati on across an enterprise, the nunber and scope of breaches in the
security and confidentiality of health information will only increase. Thus,
it is inperative for any healthcare organization to tenper its use of the
health information in its possession with assurances that the information is
bei ng stored, shared and accessed in a policy-based and secure nanner.

Hi storically, the legal controls over health information have been the

purview of state |[|aw Every state has legal controls on the use and
di sclosure of health information. Many states have laws which protect
special classes of health information, such as HV infection and mental
health information.'" Some states inpose confidentiality duties upon those

i ndividuals or organizations who nmintain or control private health care
i nformation.'V And a few states have established additional or different
security standards for the electronic storage and transmission of health
i nformation.V However, the scope and strength of these state laws vary
greatly.

In 1996, Congress enacted the Health Care Insurance Portability and

Accountability Act (“H PAA").V Oiginally dubbed the Kennedy-Kassebaum
| egislation, HPAA is wdely-knowmn for its provisions which pernit the
portability of health insurance. However, HI PAA's other less well known

provi sions address issues of admnistrative sinplification and the privacy
and confidentiality of electronically stored and transnmitted health
i nf ormati on.

When it enacted H PAA's portability provisions, Congress recognized
that the procedures for filing and paying health insurance clains were too
cumber some. Therefore, Congress delegated to the Department of Health and
Human Services (“DHHS’) the authority to issue adnministrative regulations
simplifying the clains procedures and encouraging the use of electronic
cl ai ns.



A by-product of this encouragenent, however, is the need to establish
security guidelines for the electronic storage and transmi ssion of health
i nformati on and for ensuring its privacy and confidentiality. H PAA attenpts
to acconplish this by replacing the patchwork of state laws which currently
govern the security of heath information with uniform federal adm nistrative

regul ati ons. Moreover, HI PAA begins to addresses the concerns surrounding
the privacy of health information by requiring DHHS to make recomendati ons
for f eder al privacy legislation regulating its confidentiality and

di scl osure.

In Septenber of 1997, DHHS presented its federal privacy |egislation
recommendations to Congress and in August of 1998, it issued its proposed
security standard regul ations.

Now, before these admnistrative regulations become effective and
before the legislative process reaches its conclusion, is the tinme for every
heal t hcare organi zation to begin the process of integrating the concepts of
security and privacy into their daily routines. The first step towards
creating such a security-conscious healthcare organization is a “buy-in” from
managenment, which is subsequently driven down to the Ilevel of individual
accountability. Hl PAA requires managenent to devise, inplenent and nonitor
security and privacy polices, procedures and systens to protect all health
information in that organization’s possession from exposure, disclosure or
i nappropriate use.

The next step toward inplenenting security awareness must occur on a
daily basis at a very basic level throughout the healthcare organization.
The level nust be so basic that neither healthcare providers nor healthcare
support staff can start a shift wthout physically and visually becon ng

security-aware at a hands-on |evel. A technology called “authenticated
virtual local area networks,” nore comonly referred to as authenticated
VLANs, can help develop this basic |evel of security awareness. Coupled with
firewall t echnol ogy, authenticated VLANs can provide a conprehensive
mechani sm for securing health information while still pronoting the |evel of

i nformati on exchange necessary for conprehensive patient care.

The legislative inpact of HPAA and the policies, processes, and

systems that it requires healthcare organizations to inplenent could
significantly dwarf the expenses currently associated with the Year 2000
probl em (“Y2K"). Y2K expenses are consunmng nearly 25 cents of every health
care information technology dollar spent in Fiscal Years 1997, 1998 and
1999.Y"" In the future, expenditures on security and confidentiality of health
information will becone an annual healthcare industry budgetary line item
This line item will include the continuing costs of training, evaluating,

i nspecting, and upgrading the healthcare organization’s security and
confidentiality polices and systens.

This paper only addresses H PAA's security and privacy provisions.

Part | of this paper reviews the proposed adm nistrative regulations which
establish the security standards for the electronic storage and transm ssion
of health information. Part 1l sunmarizes DHHS' privacy reconmendations and
reviews their current |egislative status. Part |1l provides an in-depth

di scussion of authenticated VLANs and firewall technology and their potenti al
applicability to a healthcare organi zation’s H PAA conpliance strategies.



Part |
Security of Health Infornmation

HI PAA’s security standard requires every healthcare organization which
el ectronically stores or transmits health information to maintain reasonable
and appropriate security standards which (a) ensures the integrity and
confidentiality of the information, (b) protects against any reasonably

anticipated threats and hazards to the security or integrity of the
information, and (c) prevents unauthorized access to and disclosure of the
i nformati on. No distinction is nmade between internal and externa

comuni cati ons.

The proposed regulations define the required security standard as a
series of administrative, physical and technical objectives which every
heal t hcare organi zati on nust achieve in their daily operations. By achieving

t hese objectives, the healthcare organization will have provided the m nimum
Il evel of security and confidentiality required by HI PAA The neans of
achieving these objectives are, however, left to the discretion of the

i ndi vi dual heal t hcare organi zation

The security standard proposed by the regul ati ons does not reference or
advocate a specific technol ogy. By onmtting references to specific
technol ogi es, the regulations have created a security standard which appears
to be flexible enough to take advantage of future technol ogi cal advancenents.
Moreover, the standard does not address the extent to which a particular
heal t hcare organization nust inplement any of the security standards.
I nstead, the proposed regulations require each affected entity to assess its
own security needs and risks, and to devise, inplenent, and nmintain those
security standards appropriate to that healthcare organi zati on’s needs.

Satisfying H PAA's security standard and deciding on the appropriate
technology to neet this standard is a business decision which each healthcare
organi zation will have to nake. Inherent in this process is a critical need
to strike a balance between the need to secure health infornmation against the
ri sks and the econonic costs of doing so.

Each heal t hcare organi zation must utilize a conmbination of the security
standard objectives as a neans to safeguard the integrity, confidently, and
availability of its health infornmation. A healthcare organization nust
docunent and keep current whichever security objectives it my chose to
i mpl ement. The proposed security objectives are:

(A) Administrative Procedures. These are docunented, formal practices to
manage the selection and execution of security nmeasures to protect data,
and to manage the conduct of personnel in relation to the protection of
thi s dat a;

(B) Physical Safeguards. These relate to the protection of the physica
comput er systens and rel ated buil dings and equi prent fromfire and ot her
natural and environnental hazards. This also includes the use of |ocks,
keys and adninistrative neasures used to control access to conputer
systens and facilities;

(C) Technical Security Services. These include the processes that are put
in place to protect, control and nonitor informtion access; and




(D) Technical Security Mechanisns. These include the processes that are
put in place to prevent unauthorized access to data that is transnmitted
over a conmuni cations networKk.

The relative inportance of each objective depends on the individual
characteristics and needs of each healthcare organization. Therefore, a
smal | healthcare organi zation's inplenentation of only the adnministrative and
physi cal objectives nmy be appropriate, whereas a large healthcare
organi zation’s inplenentation of only these two could be insufficient.

The proposed regulations do not i npose any accountability or
responsibility upon vendors of hardware or software to provide the
functionality to enable healthcare organizations to conply with H PAA.  Their
products are not required to be designed to neet any of H PAA's security
obj ecti ves. Therefore, virtually the entire expense and responsibility for
conpliance will fall on the healthcare industry.

The proposed security standard woul d al so supersede contrary provisions
of State law, including any State |law which requires health information to be

mai ntained or transmtted in other electronic formats. V' Heal t hcare
organi zations would only be required to neet one set of security standards
rather than two potentially conpeting standards. There are certain

exceptions to this preenption; however, these exceptions require specific
determ nations by the Secretary of the DHHS (the “Secretary”).

The failure of any healthcare organization to conmply with the security
standards could result in the assessnent of civil penalties. HI PAA provi des
for penalties of not nore than $100 per violation, with the total assessnent
i nposed in each cal endar year not exceeding $25,000 for any one violation.'>
DHHS has, at this time, not proposed any enforcenent procedures for HI PAA s
security standard. It has, however, stated that it envisions the “nonitoring
and enforcenent process as a partnership between the Federal governnent and
the private sector.””

Any security standard which is ultimtely adopted woul d becone | aw 24
months after its effective date, with small health plans® being required to
conply within 36 nonths.*! The security standards contained in the proposed
regul ations were first published in August of 1998 and the comment period for
the standards closed in October of 1998. Therefore, these regulations, as
nodi fi ed by cormments, should become effective in the near future.

Part 11
Confidentiality of Health Information

Thefears of invasion of privacy, as a consegquence of inexorable forces seemingly out of the control of
the average American, has risen to amajor public policy issue.

— Al an Greenspan, March 7, 1997.

H PAA requires the Secretary to provide @ngress with recomendations
for Federal legislation regulating the confidentiality of health information.
These recommendati ons nust address the rights of individuals, the procedures
that should be established for the exercise of individual rights, and the
uses and disclosures of such information that should be authorized or
required.



The Secretary reported her recomendations to Congress in Septenber of

1997. %7 The Secretary’'s findings state that establishing a basic nationa
standard of confidentiality is necessary to provide rights for patients and
to define the responsibilities for record keepers. The bl anket
aut hori zations often used today do not protect Anericans, in part because
these releases do not provide wuseful information about how the health
information will be used, who will see it, or how the individual can get
access to the information. The Secretary’'s report encourages Congress to

replace the ineffective use of authorizations with a system of Federa
| egi sl ative controls.

The Secretary recommended that Congress enact a broad Federal privacy
l aw which prohibits the disclosure of identifiable health information except
as authorized by the individual or as explicitly permtted or required by
I aw. The disclosure of health information would be limted to the m ninmum
anount necessary to acconplish the purpose of the disclosure, and the
i nformati on would be used only for the purposes for which it was collected or
di ssem nat ed.

The Secretary’s reconmendati ons are founded on five key principles:

(1) Boundaries. An individual’s health information should be used only
for health purposes. Any federal legislation should inpose a |egal duty
of confidentiality on healthcare organizations that receive health

i nformati on.

(2) Security. Organizations to which health information is entrusted
ought to protect it against deliberate or inadvertent m suse or
di scl osure

(3) Consuner Control. |Individuals should be able to see their health
i nformation, get copies of any health records, correct errors, and find
out who el se has seen the information

(4) Accountability. Those who m suse health information should be
puni shed, and those who are harnmed by its m suse should have | ega
recourse.

(5) Public Responsibility. An individual’s clainms to privacy nust be

bal anced against their public responsibility to contribute to the comon
good, through the use of their information for inportant, socially useful
prograns, with the understanding that their information will be used with
respect and care and will be legally protected. Federal |aw should
identify those limted arenas in which the individuals public

responsi bilities warrant authorization of access to health information
and should sharply limt the uses and disclosures of information in those
cont exts.

The Federal privacy legislation recommended by the Secretary does not
require the disclosure of any information, except to the individual who asks
to see his or her own health information. The recomended all owabl e
di sclosures are just that -- allowable. For disclosures that are not
conpelled by other law, healthcare organizations would be free to deny
di scl osure according to their own policies.



If a healthcare organization were to receive health information wthout
an individual’s authorization, that organization would be pernmitted to use
the information only for purposes conpatible with and directly related to the
purposes for which the information was collected or received. These sane
heal thcare organizations would be required to nmintain reasonable and
appropriate admnistrative, physical and technical safeguards to ensure the
integrity and confidentiality of the health information in their possession.

The Secretary also reconmended both civil and crimnal penalties. | f
any individual’s <confidentiality rights are knowingly or negligently
violated, that individual would be pernmitted to bring an action in federal
court, or any other <court of conpetent jurisdiction, for damages and
equitable relief. Damages woul d enconpasses non-pecuniary |osses, such as
physical or nental injury, as well as pecuniary |osses. In the case of a
knowing violation, attorneys’ fees and punitive danmages would also be
avail abl e.

Crimnal penalties (including a fine and inprisonnent) would be
available, at a felony level, for anyone obtaining health information under
false pretense, for knowingly and unlawfully obtaining health information,
and for knowingly and unlawfully wusing or disclosing health information.
Penal ties would also be higher for any of these acts performed for profit or
nonet ary gain.

H PAA requires Congress to enact Federal privacy legislation before
August of 1999.*V This legislation may, but is not required to be, based upon

the Secretary’s recomendati ons. Congress’ failure to enact |egislation by
this deadline would allow DHHS to inpose privacy and confidentiality rules by
adm nistrative regulations.™ Though DHHS has not yet proposed any

admi ni strative regulations because there are a nunber of bills presently
pending in Congress, it recently established an interagency working group to
begin drafting such regul ati ons.

Shortly after the Secretary’s report, a series of Congressional bills

were introduced to inplenent the recommendati ons. The authors of this
article have attenpted to summari ze the pending |egislation bel ow. However,
given the fluid nature of the legislative process, it is very likely that
this summary will be out-of-date prior to the publication of this article.
The summary is accurate only as the date this piece was prepared. Current

versions of these legislative initiatives may be obtained from the
Congressional Wb Site*™ or fromthe authors of this article.

Senate Bill 573 was introduced by Senator Patrick Leahy (D-Vernont),
and an identical bill, House Resolution 1057,*'" was introduced by
Representative Edward Markey (D-Mass.). These bills, entitled the Medical
Information Privacy and Security Act of 1999, would (a) provide individuals
with access to health information to which they are a subject; (b) ensure
personal privacy with respect to healthcare-related information; (c) inpose
crimnal and civil penalties for unauthorized use of health information; (d)
provi de for strong enforcenent of such rights; and (e) protect State rights.

Additional legislation was also introduced in the Senate. These were
Senate Bill 587,** sponsored by Senator Janes Jeffords (R-Vernont), and Senate
Bill 881, sponsored by Senator Robert Bennett (R-Utah). Both of these

legislative initiatives either nodify the Secretary’'s reconmendations or
added additional requirenents. Subsequently, Senate Bills 573, 587 and 881



were conbined into one new bill, entitled the Health I nf ormati on
Confidentiality Act of 1999.

As of My 25, 1999, the Senate Health, Education, Labor and Pensions
Committee had postponed any additional consi deration of the Health
Informati on Confidentiality Act of 1999 in order to resolve issues that
threatened to end the bill’s bipartisan support. As written, the Health
Information Confidentiality Act of 1999 gives individuals the right to bring
a civil action against whoever violated the confidentiality of their health
information and to recover damages, punitive damages and attorneys’ fees. X!
Republ i can senators hope to introduce a legislative anmendment to elimnate
this right>Xii

The Health Information Confidentiality Act of 1999 also provides for
both crimnal and civil penalties. Crininal penalties would range from fines
of $50,000 to $500,000, with prison sentences ranging from one year to 10
years. XV Civil penalties would range from $500 to $100,000 per violation
for actions brought by the Secretary or the Attorney General of the United
States, and the greater of conpensatory damages or $5,000 for actions brought
by individuals..*

Since its introduction, no action has been taken by the House of
Representatives with respect to House Resolution 1057. Wth only a few weeks
left in which to enact privacy legislation, and in an effort to break the

logjam with respect to this legislation, yet another bill was introduced in
the House. This bill, House Resolution 1941 and entitled the Health
Information Privacy Act, was introduced by Representative Gary Condit (D
Calif.). On May 27, 1999, the House Commerce Conmittee’'s health and

envi ronnental subcommittee heard testinmony from a wde range of parties
interested in the resolution, including researchers and representatives from
various segments of the healthcare industry. These interested parities have
been unable to agree on the proper balance anong the rights of patients to
privacy, the interests of society in having access to the information and
busi nesses such as insurance conpanies that rely on the data for efficient
operation.

The Health Information Privacy Act would bar the use or disclosure of
medi cal information w thout the subjects know edge and consent, and it would
give the individual the right to inspect, copy and anmend the information. X
This resolution would al so avoid preenpting stronger state |aws. V"

The civil and crimnal penalties provided by this resolution differ

from those proposed by the various Senate bills. In this resolution, the
maxi mum civil penalty which could be assessed in any action brought by the
Secretary would be $10,000 per violation. X In private civil actions, the

claimant would be entitled to the |esser of actual damages of $5,000, plus
puni tive damages and attorneys’ fees when the disclosure was know ngly nade.**
Crimnal penalties would range from a maximum of 5 years for the know ng
disclosure of private health information, to a maxinmum of 10 years for a
di scl osure nmade for profit or nonetary gain.*

Part 111
Virtual Local Area Networks and Firewalls

As the inplenmentation of HI PAA's security and confidentiality
requirenents loons in the not-to-distant future, no healthcare organization



can afford to have its health information network conprom sed. Historically,
heal t hcare organi zations have made linmted use of either firewall technol ogy
to protect their information from external threats, or passwords and personal
i dentification nunbers to control and protect access to, and to authenticate
i nternal users of, health informtion.

However, if HI PAA's proposed technical security standards are adopted
wi t hout change, then many heal thcare organizations will be required to depl oy
these, and other technical security nmeasures, across their enterprises. The
proposed regulations specifically note that the wuse of authentication
technol ogy nmay be utilized in conplying with many of the technical security
obj ecti ves. In particular, H PAA addresses the use of wuser, role and
context-based authentication, all of which wutilize passwords, personal
i dentification nunbers, or both, along with several other options to secure
heal th information.

A About Aut henti cated VLANs

Virtual LANs in a switched network are a logical collection of network

devices that are grouped into a commpn broadcast donain. VLANs ultimately
appear as a subnet and can easily switch traffic around at w respeed wthin
the sanme broadcast dommin or subnet. However, information will have to be

routed if there is a requirenent to send data between devices in different
VLANs. Effectively, VLANs provide a cost-effective way of collapsing devices
down into a broadcast domain or subnet w thout the use of an expensive router
or even the use of conplicated subnet masks, in many cases.

Aut henticated VLANs are a flexible and powerful way to control the
traffic that enters a switched network while also significantly inproving the
security of the network. Switched networks are increasing in popularity in
heal t hcare because of bandw dth hungry applications and services that ol der

shared and router-centric net wor ks are i ncapabl e of del i vering.
Aut henticated VLANs are a secure determnistic mechanism for adding and
renoving users from a nobile VLAN I nstead of grouping a user by data sent

by an end-system in an authenticated VLAN nenbership is based upon a user’s
identity and a set of policies defined by the network administrator, per the

heal t hcare organization’s guidelines. When a user is authenticated into a
VLAN, he can only intercomunicate with other users and devices that have
been simlarly authenticated and joined into the VLAN This is different

from non-authenticated VLANs that rely on easily spoofed (counterfeited)
| ayer-two and | ayer-three information to determ ne nenbership.

When a user that is connected to a port on a network first attenpts
communication, he or she nust be successfully authenticated. After
authentication, the user is placed in his or her predefined policy-based
VLAN. At that point, the user is free to use his or her approved network
resour ces.

Aut henticated VLANs can extend network security to the wall plate.
VWhen aut henticated VLANs are defined on switched networks, end-systenms within
t hose VLANs cannot send or receive traffic until they have been successfully

aut henti cat ed. Aut hentication functionality can nmake network access
conpletely determ nistic; access can be limted by time of day and week rules
and by any other neans avail able by an authentication server. Static devices

such as printers and inmage acquisition systens can be configured to operate



in a specific VLAN and only users who enter the proper identification and
password woul d be allowed inside a VLAN with them

Wel | - engi neer ed aut henti cat ed VLANs will have event | oggi ng
capabilities that provide useful information, such as where on the network
users are connecting, or where sonmeone is trying to break into the network.
When an event occurs, the administrator can quickly determne where it is
logically, and nore inportantly, where it is physically, on the network. The
event log should also be used to track nobile users as they nmove around the
network to see where people are logging in and doing their work

Heal t hcare or gani zati ons wil | require t he nost feature-rich
aut henticated VLANs of any industry. Heal thcare information technol ogy
organi zations faces the monunental task of linking and securing a highly
di verse and di sparate set of applications and information systens to achieve
HI PAA conpliance and limt their organizations’ liability. It is not
uncommon for a healthcare information technol ogy organi zation to support over
a dozen different applications and their associated information systens;
often, with Jlinmted or overburdened resources. Aut henti cation and,
subsequently, authenticated VLANs, can provide a flexible, highly manageabl e,
and secure nethod of segnenting and protecting internal assets.

By placing high profile targets |ike pharmacy, |aboratory, pathology,

r adi ol ogy, billing, etc., in their own VLANs and then applying an
aut hentication schenme to them network managers can effectively segnent the
network and limt potential internal breaches. Remenber that routing nust
occur between VLANs, and therefore could |ock-down the network not only by
applying an authentication schenme, but also by linmting the routes between
depart nments. Pharmacy and |aboratory nmay have no need to directly

comuni cate, but they may upload their information to a common clinical data
repository gateway for use by providers across the enterprise.

B. About Firewalls

Firewall technology is a mature offering and is currently installed in
many heal t hcare organi zati ons around the world. It is nost often associated
with the need to protect internal resources from intrusion by way of the
Internet or a dial-in Ilink. However, firewall technology is equally
effective for protecting highly sensitive or critical internal resources
within a healthcare organization. It is prudent to protect your organization
from external intrusion, but statistically a healthcare organization is far
nore likely to breach patient confidentiality by way of internal breaches
Statistically, a disgruntled enployee, carel ess handli ng, or lack of
awar eness of security guidelines and procedures is far nore likely to be an
i ssue than a deliberate external attack on a healthcare organi zation’s data.

In a switched network authenticated VLANs work on the principle of
dynami cally querying the user to obtain a password or personal identification
nunber and matching it against an authentication server. When successful ly
mat ched with the server, network access is granted and the user wll have
access to high-speed network services for the entire session

Firewal | technology on the other hand validates the content of every
packet using a sophisticated inspection process. This process is called
packet filtering, which has the ability to inspect every packet against a set
of configurable filters and policies before passing or denying transport to



the next device. However, because of the inspection process, firewalls are
commonly terned “rate-limted”, in that the packet t hr oughput is
substantially less than wirespeed. Firewall technology is, however, a highly
secure and proven nethod of protecting information and resources.

Coupling firewall technology, with its ability to validate content via
an inspection process, and authenticated VLANs, wth their ability to
aut henticate user identification with policy-based perm ssion sets, provides
a powerful combination to address HI PAA requirenents.

Summary

Utimately, there is no perfect security system or policy. The United

States governnent is as painfully aware of this as any organization. The
Hl PAA security and confidentiality regulations are purposefully vendor and
technol ogy neutral. Al t hough there is no perfect solution, there is also
very little room for a healthcare organization to evade or escape the

requirenent to inplenment security in their organization. HI PAA only |ays out
the framework and gui deli nes and of fers suggesti ons.

Hl PAA uses the term “best effort” when describing the intent expected
of a healthcare organization when addressing security. Each healthcare
organi zation must rely wupon their own devices to develop and inplement a
conmprehensive security policy. As is often the case, seeking outside advice
is highly recomended, but the healthcare organizations are ultimtely
responsible and liable for security failings, not the outsourced vendor
Security is a nebulous term and a difficult science in which to offer
absol utes. Therefore, those purporting an expertise and offering guarantees
should be closely scrutinized, as the healthcare organization will bear the
burden of any failures.

Good security, because there is no great security, often starts with good
preventive measures and a high degree of awareness. | mpl ement i ng
admi ni strative and physical preventive measures to hinder or deter an attack
or breach should be the first step towards creating a secure environnment

Installing physical and technol ogical nechanisnms to provide access to only
those persons authorized access or usage, and providing technologica
mechani snms which can rapidly alert and pinpoint the location of an attack or
i nsecure event are sonme other options. Finally, pronotion of extensive
training and constant reinforcenment of security guidelines and systenms will
result in a high degree of security awareness.

Switching technology is far nore secure than a shared networking
envi ronnent . In a shared Ethernet environment for exanple all the data is
distributed along a common backpl ane where everyone can service or nmonitor
the data, and the address it is intended to reach nust grab it off the common
backpl ane. However, in a switching architecture, data is switched from port
to port. In other words, it is inherently a point-to-point transport where
ot her users can not view data as easily as they can if connected to a shared
Et her net backpl ane. The target address does not have to pull it off a shared
envi ronnent because the data is delivered directly to its port.

Desi gning and inplenenting VLANs across a network based upon structure,
function, or activity would effectively segment and conpartnmentalize an
organi zation, providing the framework for role-based authentication. Thi s
woul d effectively create the first level of network security in that w thout



the proper routes setup between VLANs intercomunication would be difficult
and require deliberate intervention.

Designing and inplenmenting authenticated VLANs in high-profile
departnments that characteristically contain sensitive patient information,
such as pharnmacy, |aboratory, pathology, radiology, cardiology and others
will add a nuch higher degree of security. Using a password and personal
i dentification nunmber schene to gain access to an authenticated VLAN would
neet the user-based and rol e-based criteria in H PAA By applying policies
such as tine of day, location, and specialized applications, the criteria for
cont ext - based aut hentication could also be achieved.

Implementing firewalls at «critical network access points, or the

backbone access point of high-profile departnments, wll achieve an even
hi gher degree of security when coupled with authenticated VLANSs. Firewal |l s
will provide the packet filtering inspection of content and authenticated
VLANs will ensure that only authorized users can access a particular VLAN and

its resources and users.
Concl usi on

Heal thcare information technology wll be expected to inplenent
security policies, procedures, and systens to protect the security and
confidentiality of health information. It will be expected to do so in a
very short period of time and probably with few resources and a limted
budget . Under these circunstances, technology and awareness are the npst
effective tools. VLANs, authenticated VLANs, and firewall technol ogy provide
an excellent first step towards conpliance wth the proposed H PAA
regul ati ons.
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