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What is eSecurity?  
The Internet has changed how and where business is conducted. IDC
estimates that by the year 2003 eBusiness — business conducted on
the Internet among businesses or between businesses and consumers
— will top $1.3 trillion dollars. With this tremendous opportunity
there also comes serious challenges. Enter eSecurity: The complex
interaction of multiple computer environments, communication pro-
tocols, system infrastructures, policies and procedures that together
comprise a trusted means of communicating over public and private
networks.

eSecurity marks a departure from traditional security. In the past, secu-
rity technologies -both physical and electronic — essentially operated
to limit outsiders’ access to corporate resources. eSecurity assumes 

Why is eSecurity an essential enabler of eBusiness??
Enterprises are rushing to keep pace with the eBusiness imperative,
integrating suppliers and customers over public network infrastruc-
tures. Protecting valuable corporate assets while opening up these
eBusiness opportunities raises serious security concerns in compa-
nies expecting to manage a substantial portion of their business over
intranets and extranets. Organizations are concerned about the
direct economic risks of compromised security. They also fear severe
“loss of business “ through compromised web presence. The stakes
are high.

Any eBusiness security solution needs the flexibility and capacity to
expand as more users and more applications are Internet-enabled.
IDC recommends beginning with an eBusiness architecture that
addresses both security and scalability.

With a wide range of products to select from, IDC also recom-
mends users deploy best-in-class products integrated with the most
popular desktop clients and enterprise servers by companies with
eSecurity experience, expertise and scale.
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outsider access and works to encourage and enable that access. That is,
pre-eBusiness security’s main function involved limiting access to 
corporate data networks to only those individuals who had been previ-
ously identified and deemed trustworthy. Today’s eSecurity model
invites outside access. It works within an Internet architecture that
assumes some degree of “street level access” for all.

This eSecurity model addresses the conflicting goals of providing open
access and the continued need for strict asset protection. At the heart
of eSecurity is a secure infrastructure that permits low-level anony-
mous web access with high-level transactional security. The greater the
level of authentication and authorization control desired, the more
sophisticated an eSecurity architecture must be. IDC recommends
identifying these requirements early and building the eSecurity frame-
work before moving applications to the Internet. 

What eSecurity Requirements Do Businesses Face?
Businesses in general reported considerable and growing losses due to
computer security breaches, according to a recent Computer Security
Institute/FBI poll — considered by most to underestimate the actual
amount of business fraud loss. For example, companies reported annu-
al increases of over 35% per year in data or network sabotage incidents
from 1997 to 1999. In this same survey, organizations reported annual
increases of over 25% in financial fraud perpetrated on-line. Insider
abuse of network access, as measured by these companies, increased
over 20% resulting in losses of over U.S. $8 million. The problems are
increasing within and without the corporate IT infrastructure. 

The corresponding requirements for eSecurity thus span the use of the
Internet for internal and external networks, but vary depending on
how businesses use the web. The essential requirements include trust,
encryption for privacy and protection, data integrity, strong authenti-
cation, non-repudiation, and integration.

Trust: On the Internet, corporations are concerned about employees
visiting untrusted sites that may contain malicious code, viruses, or
objectionable content. On the Intranet, corporations must face the
fact that not all employees can be trusted to access all assets. As
Intranets are deployed for more sensitive applications — HR, legal,
accounting, sales, and R&D — that were formerly on separate net-
works, there is a greater need for two-factor user authentication, gran-
ular access control, and security audit. Extranet sites link business
partners together for specific types of business activity but maintain
strict separation of other corporate information. This means that

– 2 –

Copyright © 1999 International Data Corporation. Reproduction without written permission is completely forbidden.

External Publication of IDC Information and Data—Any IDC information that is to be used in advertising, press releases, or promotional materials requires
prior written approval from the appropriate IDC Vice President or Country Manager. A draft of the proposed document should accompany any such
request. IDC reserves the right to deny approval of external usage for any reason.

eSecurity: The Essential eBusiness Enabler

Printed on recycled materials.

International Data Corporation



– 3 –International Data Corporation eSecurity: The Essential eBusiness Enabler

strong encryption, authentication, authorization, anti-virus, firewalls,
intrusion detection, security audit, and security management should all
be installed before Extranet roll-out. 

Encryption for Privacy and Protection: IDC believes that the defini-
tion of privacy varies sharply between owners and users. Organizations
hosting Internet sites are forced by law and by good practice to protect
data and consumer privacy. Even on an Intranet, privacy issues are
important for data with financial, personnel, or research value.
Extranet sites often face the biggest challenges in handling data since
individual and corporate data must be protected while multiple corpo-
rate entities are provided some degree of access. The entire set of trust
requirements for eSecurity builds upon the foundation of encryption. 

Integrity: Integrity involves protection of data from corruption, destruc-
tion, or unauthorized changes. Similarly, the configurations and basic
integrity of servers, applications, and networks must also be protected. 

Authentication: Authentication verifies the identity of users. On the
Internet, “cookies” can provide automatic authentication with user
name and password after the user registers at a site. This low-level
interaction is protected by simplistic passwords and secure socket layer
(SSL) encryption of personal data such as credit cards. On Intranets,
authentication can range from simple passwords to two-factor authen-
tication with tokens and/or smart cards to biometrics that utilize the
user’s physical characteristics for identification. Current Extranet

Encryption
Authentication

Trust

Non Repudiation

Integrity

Privacy

Assures the overall trust to
facilitate eBusiness

Protects data from
corruption, destruction,
or unauthorized changesVerifies the identity of

users, servers, devices
and systems

Precludes denial of a
valid transaction

Protects data from
unauthorized viewing

Provides the underlying
foundation for all
eSecurity components

Figure 1
Essential Elements of eSecurity

Source: International Data Corporation, © 1999
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deployments often use stronger authentication by relying on tokens
and smart cards. IDC expects that digital certificates, in combination
with passwords, tokens or smartcards, will soon become increasingly
common for extranet usage. Their adoption for highly sensitive 
partner environments will pave the way to acceptance for Internet and
Intranet usage. 

Non-repudiation: For a business transaction to be valid, neither party
can later deny the existence or execution of that transaction. Use of
digital signatures is growing in practice and in legal acceptance as a
means of protecting transactions from later dispute. 

One customer pointed out the importance of non-repudiation. He
said that customers were getting e-mail confirmation of their on-line
flower orders from the portal web site. However, the portal web site
received many customer complaints about non-delivery of flowers to
spouses, parents, and other disappointed loved ones. When the portal
site investigated, it found that transmission of the flower orders to the
fulfillment vendor was never confirmed. The portal vendor imple-
mented non-repudiation at the transaction level to solve this problem
and ensure satisfied customers.

Systems Integration Services: All of the previously mentioned factors
are complex to implement. Consequently, even the largest security
customers employ systems integration services. For example, a tire
manufacturer told IDC that, “We are tire, not Internet experts. Why
should we re-invent the wheel, when we can hire expert systems 
integrators for all our Internet, Intranet, and Extranet projects.” 

How Does eBusiness Build Upon eSecurity?
While most enterprises are aware of the security risks involved in
eBusiness initiatives, implementation remains a major challenge.
Because of the costs involved and the seemingly overnight success of
several eBusiness startups, the unique security challenges of eBusiness
are often left unaddressed when enterprises launch new web-based
applications. Additionally, the open nature of the Internet actually
increases the risks to both the assets and the reputation of companies
participating in this trillion-dollar market. For these reasons, IDC 
recommends organizations address eSecurity early as a critical part of a
total eBusiness solution.

At a minimum, a good eSecurity foundation requires companies to
offer stronger user authentication and increased access control. The
traditional perimeter defenses of firewalls and smart routers that pro-
tect corporate assets from the outside are not the foundation of a good
eSecurity model. Instead, an effective architecture is built upon a
model of controlled access where the perimeter is strongly defined but
access is equally well managed throughout the distributed enterprise. 

eSecurity: The Essential eBusiness Enabler
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Does eSecurity Destroy Perimeter Defenses?
The Medieval castle provides a rough analogy to standard perimeter
defense models. These structures protected their inhabitants with a
series of obstacles (a moat and a concentric ring of walls). To conquer
the castle, enemies must break these perimeter defenses. This is similar
to today’s perimeter security rings, which often include firewalls, 
isolation of sensitive systems, security hardened operating system, and
intrusion detection software.

Ultimately, the castle’s defense function was made obsolete by market
forces. The castle walls simply could not hold all the town’s people
during wartime. The town’s people were also not willing to abandon
their homes, shops, trade goods, and farms to the invader’s pillaging
and looting. Therefore, towns developed armies and diplomacy to
eliminate the threat before it reached their town.

eSecurity, in its place in the modern world of eBusiness, has evolved to
address equally significant changes in the way trade and communica-
tions occur. Castle walls and perimeter defenses are not sufficient 
protection as web sites open access to all customers. One large financial
customer recently said, “Perimeter defense based on firewalls is still
important, but more sophisticated security systems are needed because
we don’t even know where the perimeter is anymore.”

While perimeter defenses become less central to the security frame-
work, the protection of assets themselves rather than the perimeter will
grow in importance. In the world of eBusiness, it is essential to know
with whom you are conducting business. Strong authentication and
authorization management will take the roles of diplomats by negotiat-
ing agreements between different parties. Strong authentication,
authorization, and access control ensure that everyone acts in a manner
conducive to eBusiness. Finally, the analogy extends to armies (or
defensive forces) that will exist in the form of vulnerability assessment
and intrusion detection tools.

Castles to Airports: Moving toward eSecurity 
The traditional castle and moat analogy is better replaced by an air
transportation analogy. The airport is well protected on its boundaries
by fences, staffed gates, x-ray machines and hidden cameras. However,
access to facilities — ticketing levels, departure gates, staff areas,
hangars, cockpits, and the tower — is tightly controlled on a need-to-
use basis and restricted to only those with proper credentials. While
hundreds and thousands of travel agents and ticketing personnel
worldwide can issue boarding passes, only the appropriate government
aviation authority, such as the FAA in the United States, can issue cre-
dentials that permit access to the airport control tower. Vacationing
families at the gate may give it little attention, but the safety and effi-
ciency of the airport hinges on the tight control that allows only the
right staff into the proper airport facilities. The eSecurity protecting
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eBusiness over the Internet parallels this complex array of varying
security components

Even airport security must respond to ongoing changes. For example,
recent increases in threats to airline safety resulted in the enforcement
of two-factor authentication for passengers. In addition to presenting a
valid boarding pass or ticket, travelers in most parts of the world must
now also show a picture identifier before boarding a plane. 

What Are the Important Technologies in the eSecurity Product
Space?
eSecurity goes beyond traditional security while building upon many
of the traditional components. eSecurity integrates tight authentica-
tion and increased encryption for greater protection of assets. Figure 2
uses the air transportation model to show how the key security 
capabilities play together in a complex environment. For both, the
essential components are control and administration, authentication,
perimeter protection, secure communication, and integration. 

eSecurity: The Essential eBusiness Enabler

Authentication
•Valid Picture ID
•Matching ID
•Passport / visa / customs

Perimeter Protection
•Fencing, patrols, police
•Airport perimeter security

Access Control
•Baggage check
•Metal detectors
•Ticket checks

Trade / eCommerce / Secure
Communication
•Passenger transport
•Freight and baggage

Integration and Maintenance
•Integrating: food, flight, transport
•Plane maintenance

Control/Administration -
eSecurity Management
•Control tower management
•Flights, aircraft, personnel
•Reservations, seating, etc.

Figure 2
eSecurity Components Model

Source: International Data Corporation, © 1999
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eSecurity Components Model
Substituting: a.) networks and enterprise architectures for airports; b.)
users of different authority and access levels for passengers, crew and
flight support personnel, and c) TCP/IP-transported data and transac-
tions for air freight, passengers and planes; one can see the analogy
between eSecurity’s complexity and the air transportation system’s. 

The basic foundation remains a security policy, the overall “route map”
of what are the electronic events that are desired and who can do what.
The desired events might be securities trading transactions or 
purchases of fashion items from an online retailer. The questions are:
Who can purchase or trade? Are their credit cards valid? Are they a reg-
istered user with a specific government or banking institution. A good
policy identifies clearly, how such control will be managed no matter
how distributed resources become.

The next step is centralization of security controls. This means map-
ping policy into practice for setting up systems, user accounts, and net-
works. It also requires tools for auditing activities and triggering
actions when unexpected events occur.

Using the enterprise security policy as a foundation, firewalls and
routers can be added to the network to protect and audit activity.
Intrusion detection software can be layered on the network and hosts
to keep aware of ongoing activity on all perimeters. If secure point-to-
point connections are desired, the firewalls can be modified for virtual
private networking (VPN) to allow encrypted transactions through
those firewalls. SSL, secure socket layers, can be set up for secure 
transmissions between clients and servers, such as the exchange of 
credit card numbers. Sites wanting secure messaging may opt for secure
email, such as S/MIME.

Strong eSecurity also requires tight identification, authentication, and
authorization of users and control of what they access. According to
IDC’s 1998 Internet Security Survey of 300 medium to large corpora-
tions, 70% of the respondents reported that unauthorized access to
personnel and legal files from both internal and external sources was a
major concern. At its very core, eSecurity ensures the privacy of this
critical corporate data, along with individual’s transactional activity,
remains confidential.

An essential enabler of these steps is encryption since the credentials
that must pass between widely distributed customers and web servers
must not be easily disclosed to outsiders. Specialized authentication
tools, including tokens, tickets, smart cards, or biometrics, can be
added to this encryption framework for a higher level of control over
users and resources.
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Moving Toward an eSecurity Framework
Policy, perimeter protection, access control, and centralized security
management can be handled with individual technologies. However,
eSecurity requires more than the pieces, it also requires an integrated
solution with:

1. Simple support for a wide range of desktop and user environments
is essential since customers in eBusiness environments must find
use of the online system easy.

2. Implementation of underlying software on the most popular
enterprise server operating environments so that the requirement
for specialized equipment — with its associated administrative
overhead — is minimized.

3. Strong authentication of all players in an eBusiness environment
including servers, desktop clients, and any authorizing or creden-
tial-producing bodies.

4. Tight authorization of specific users for access to specific resources
and restriction of general user ability to access other parts of a 
system or enterprise.

5. Support of popular directories tools — such as LDAP — so that
authorization and authentication databases that span the Internet
or the enterprise can be managed centrally and easily.

6. Knowledgeable planning, installation, and support staffing on the
vendor side to back up the enterprise as security features are
enabled. 

How to Choose an eSecurity Provider
Enterprises have a variety of options for securing their eBusiness 
initiatives. The key to finding a security solution that works as an inte-
grated, manageable solution rather than a collection of products is
identifying a reliable security technology provider. Essential character-
istics of such a provider include:

1. Quality: High quality products with a proven track record and
satisfied installed base.

2. Experience: The length of time the technology has been in 
practical use and the number of testimonial customers available.

3. Alliances and Partnerships: No single vendor can satisfy every
customer’s diverse needs for integrated, best-of-breed products.
Alliances and partnerships increase product breadth and insure
integration of other vendors’ products and technologies .

4. Continuous Global Support: The vendor’s ability to provide 24 x
7 support worldwide and the ability to understand the require-
ments of the enterprise’s business and industry

eSecurity: The Essential eBusiness Enabler
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5. Commitment: Because eSecurity is so complex and dynamic, ven-
dors must constantly improve products and services. Customers
should ask vendors, “Is security technology an area of expertise for
the vendor or is security primarily a means of leveraging sales of
other products?” The answer indicates the vendors’ commitment
to eSecurity.

In a market in which new ventures crop up daily, IDC believes it is
important for enterprises to resist the lure of unproven technologies.
The best choice is usually the one backed by a long history of product
delivery and support. 

In the area of cryptography, new algorithms are frequently proposed
yet very few are considered strong enough to be put to practical use
and only a handful successfully withstand the scrutiny of public exami-
nation and test. Other security technologies are brought to market
which, while excellent unto themselves, never receive wide enough
acceptance to become integrated with the most popular applications or
ported to the very latest hardware or operating systems. Certainly,
innovation is essential to the market, but in the security space stability
and reliability are essential selection criteria. 

Partnership with a supplier of key security technologies that has strong
products, a long history in the market, and truly understands the 
challenges of eSecurity can help users move from an architecture to a
product implementation.

Evaluating RSA Security Inc. as an eSecurity Provider
RSA Security is one example of a security vendor with a strong histori-
cal position and plans for continued innovation. Recently re-named,
RSA Security combines two well-known eSecurity companies (RSA
Data Security and Security Dynamics) into a single corporate entity. 

When evaluated in terms of the criteria listed in section VI, RSA 
Security demonstrates the global support, product range, scaleability,
and knowledge of customer requirements to bring trust to today’s
online economy. 

Quality 
With the proliferation of eBusiness initiatives, the need for sophisticated
security technologies and solutions grows increasingly critical. IDC
believes that customers should look for vendors that have quality 
products in a few select areas. 

In concert with this idea, RSA Security focuses on three core eSecurity
disciplines. In each market, it is the leader or among the top five vendors.

Public Key Infrastructure — According to IDC, RSA Security is demon-
strating emerging leadership in the PKI market with new approaches
to integrated eSecurity. RSA Keon( is RSA Security’s family of 
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interoperable, standards-based PKI products that deliver a range of
flexible solutions for managing digital certificates. Digital certificates
and digital signatures are emerging as a strong option for authenticating
communications and transactions. The RSA Keon family — from a
robust certificate authority to a turnkey enterprise solution — provides a
common foundation for secure distributed applications including
eCommerce, Intranets, Extranets, ERP and others.

In addition, RSA established a global reseller relationship with
VeriSign to offer customers a choice between a product- and a service-
oriented solution. This partnership offers organizations a service for
outsourcing core certificate authority using VeriSign OnSiteTM.
Because VeriSign was an RSA spin-off, the close association between
the two companies ensures that PKI customers can implement a 
flexible configuration of products and services. This arrangement
enables customers to build core certificate solutions that reconcile
seemingly contradictory issues such as: cost, scalability, and rapid
deployment.

Authentication — IDC believes that RSA Security is the leader in two-
factor authentication with over 5 million tokens installed. Its 
RSA SecurID® solutions provide centrally managed, strong, two-factor
user authentication services. Supporting a broad range of authentication
devices, including hardware tokens, key fobs, smart cards and software
tokens, RSA SecurID solutions protect information assets against unau-
thorized access. RSA SecurID installations are managed through RSA
ACE/Server authentication management software, providing the ability
to scale deployments to more than 100,000 users.

Encryption — RSA Security also leads the market for encryption algo-
rithms and tool kits. With 50% and 70% of the Worldwide and U.S.
ISV market. in 1998, RSA Security is almost four times larger than its
next largest competitor. 

RSA BSAFE® is the family of platform-independent cryptographic
development tools. These tools enable corporate and commercial 
software developers to incorporate encryption technology into custom
eBusiness applications. IDC expects to see wider use of encryption for
enterprise security, entertainment, wireless communications, delivery
of digital information over cable, and other uses. 

Built to provide implementations of standards like SSL, S/MIME,
IPSec, CDPD, and the PKCS family of open standards, RSA BSAFE
products can greatly save development time and reduce risk in devel-
opment schedules. Over 500 Software Vendors have licensed RSA
BSAFE encryption technologies and have deployed these technologies
in a variety of applications, including web browsers, email systems,
commerce servers, and virtual private networks. Figure 3 shows the
RSA Security product family as it relates to the essential security 
products in IDC’s recommended framework.

eSecurity: The Essential eBusiness Enabler
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Experience
With more than 5000 customers worldwide, RSA Security is well
known for its RSA SecurID enterprise authentication products and its
RSA BSAFE encryption technologies. 

RSA Security is a public company with $171.3 million in revenue and
$19.0 million in net income for the year ended December 31, 1998.
International revenue represented 36.4% of total revenue in 1998.
IDC estimates that fully 95% of this revenue is product-based, with
the remainder received for its professional services

The company’s RSA SecurID enterprise authentication products are
protecting information in the majority of the Fortune 100 today,
addressing the important need for easy, hacker-proof user authentica-
tion both inside and outside the corporate network. These same 
products are similarly used by leading eBusiness businesses, including
securities trading and banking applications, to protect against external
attack and fraudulent activity. 

RSA Security holds a leadership position as the supplier of critical
encryption and security technologies to most of the major IT vendors
worldwide. While the average end user is unaware of the technologies
underlying the operating systems, browsers, and tools he uses everyday,

Control / Administration -
eSecurity Management
•RSA ACE/Server
•RSA Keon Management

Authentication
•RSA SecurID
•RSA ACE/Server
•RSA Keon

Perimeter Protection
•RSA BSAFE

Access Control
•RSA Keon

Trade / eCommerce / Secure
Communication
•RSA Keon
•RSA BSAFE

Integration and Maintenance
•RSA Support and Services

Figure 3
RSA Products Within the eSecurity Components Model

Source: International Data Corporation, © 1999



– 12 – International Data Corporation

most of these products were developed using one or more of RSA Secu-
rity’s technologies. The RSA BSAFE line of encryption-based security
technologies is embedded in over 450 million copies of today’s most
successful software applications, including web browsers, Internet com-
merce servers, email systems, and virtual private network products. The
majority of all secure eBusiness and communications are conducted on
the Internet using RSA Security technologies. Both RSA SecurID and
RSA BSAFE are considered de facto standards worldwide. 

RSA Security now also offers its customers the RSA Keon family of PKI
products, a solution for enabling, managing, and simplifying public key
authentication and encryption security. This technology is deployed in
today’s leading email, web browser, web server and VPN applications.
Elements of RSA Keon are available on an OEM basis to allow applica-
tion designers to build many core RSA Keon benefits into new applica-
tions. Other options are available to adapt existing, installed applications
to gain RSA Keon security and management benefits. 

Alliances and Partnerships
Recognizing that no single vendors can satisfy every customer’s needs,
RSA Security built its business through its commitment to interoper-
ability. Today, the Company partners with over 500 industry leaders
such as:

• 3COM • Compaq

• AOL/Netscape • IBM

• Apple Computer • Intel

• Lucent • Microsoft 

• AT&T • Nortel Networks

• Check Point • Novell

• Cisco Systems • Oracle

These partners integrate RSA Security technology into over 
1,000 products. 

Moreover, RSA Security’s depth of alliances and partnerships is
demonstrable. More than 200 of these vendors exhibit or present each
January at the seminal security conference, the RSA Conference. Start-
ing as a small gathering of like-minded cryptographers, this Confer-
ence attracted over 6,000 security professionals in 1999. For 2000,
IDC expects over 8,000 Conference attendees all focused on using
eSecurity to facilitate the growth of eBusiness.

Alliances and partnerships also extend to sales channels. To ensure that
customers have the flexibility to purchase its products from multiple
sources at various levels of integration, RSA Security has established a

eSecurity: The Essential eBusiness Enabler
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multi-channel distribution and sales network to serve the enterprise
and data security markets. 

The Company sells and licenses its products directly to end users
through its direct sales force and indirectly through an extensive 
network of OEMs, VARs and distributors. The RSA SecurWorld 
channel program brings RSA Security’s products to value-added
resellers and distributors worldwide. 

Continuous Global Support
Quality products and partners only partially satisfy customer require-
ments. Enterprise customers require continuous support (24 hours/day
and 7 days/week) on a global basis because eBusiness is a global 
opportunity that never sleeps.

To meet this need, RSA Security operates offices in the US, Canada,
United Kingdom, Germany, France, Scandinavia, Singapore, Korea,
Hong Kong and Malaysia, with additional international expansion
underway. In May 1998, the Company established a Japanese 
subsidiary to capitalize on the significant opportunity in the Japanese
security market. In January 1999, the Company opened an interna-
tional development center in Brisbane, Australia, where RSA Security
develops and distributes strong encryption products to global markets.

Commitment
Commitment means that a vendor focuses on one area. It builds 
expertise in products, services, partnerships, and sales channels. To
grow its business, it actively anticipates its customers evolving needs.
Commitment also means focus. A large conglomerate whose security
products only constitute a small percentage of corporate revenues may
not hold a strategic view of its security products and the customers
using these products. In the interests of vendor profitability, the cus-
tomers’ best interest may be sacrificed so that investments can be made
in other technologies. When eSecurity products are an integral part of
a customer’s eBusiness architecture, this vendor selection criterion
becomes particularly important. 

Through its research arm, RSA Laboratories, and its code breaking
competitions, the Company invests heavily in research and actively
participates in relevant standards bodies. Both investments are critical
to ongoing success in this marketplace. 

In addition, RSA Security leads the industry in communicating infor-
mation about security technologies to users and developers. Its annual
RSA Conference and its online web site resources are examples of
media the company has set up to increase understanding and use of IT
security technologies.

RSA Security’s offerings represent a set of open, standards-based prod-
ucts and technologies that integrate easily into organizations’ IT 
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environments, with minimal modification to existing applications and
network systems. Standards provide interoperability, investment protec-
tion for existing applications, and the basis for greater security by elimi-
nating holes that are sometimes created when two products fail to work
together properly. RSA Security’s solutions and technologies are designed
to help organizations deploy new applications securely, while maintaining
corporate investments in existing infrastructure. In addition, RSA Securi-
ty maintains active, strategic partnerships with other leading IT vendors
to promote interoperability and enhanced functionality.

Security as a Primary Focus 
One of a handful of companies totally focused on security technology,
RSA Security is well recognized for establishing public key cryptography
and strong user authentication as essential IT tools. Its developers, sales
force, and partners are focused on providing security solutions rather
than leveraging the sale of other products.

Conclusion
The boom in eBusiness promises new markets and new opportunities
for all forward-looking companies. Continued business survival
demands the quick uptake of eBusiness opportunities. However,
eBusiness participation also demands that enterprises understand,
design and implement robust, flexible eSecurity infrastructures. The
risks of inadequately secured eBusiness parallel the opportunities. 

To ensure adequate eSecurity, organizations will need sophisticated
professional analysis and planning, proven technology, and integrated
security products. IDC recommends that organizations think security
FIRST, assessing where and how security requirements differ. Then,
given the range of security infrastructure frameworks and technologies
available, IDC recommends selecting a strong and experienced 
security technology partner. Finally, IDC recommends that organiza-
tions select a partner, like RSA Security, with a long-term vision and a
commitment to ongoing security innovation. With such a partner,
enterprises can position themselves for growth in the rapidly evolving
eBusiness space. 

eSecurity: The Essential eBusiness Enabler
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