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Chapter 1

Summary

The openarchitectureof the InternetProtocol(IP) makesit a highly efficient, costeffective, andflexible
communicatiorprotocolfor local and global communications It hasbeenwidely adoptednot only in the
globalInternet,but alsoin theinternalnetworks of large corporationsHowever, IP is vulnerableto security
risksthatarecomplicatingits full usefor businessandotherpurposesnvolving confidentialdata.

To enablenew typesof businesopportunitieswith 1P, a numberof securitysolutionshave beendeveloped.
Sofar, thesesolutionshave lacked standardshat make it possibleto manufctureproductsthatinteroperate
- afeaturethatis crucialfor globalcommunications.

IPSECis anInternetEngineeringraskForce(IETF) standardor protectinglP traffic on paclketlevel. It can
protectary IP-basedserviceor application.IPSEChasbeenadoptedby dozensof vendorsandwill bethe
future standardor securecommunicationsntheInternet.

The SSHIPSECEXxpresdoolkit is afull, portableimplementatiorof the IPSECprotocolintendedor OEMs
andsystemintegratorswho wantto includelPSECfunctionalityin their own TCP/IPproducts.

The SSHIPSECExpresgoolkit is highly efficient andprovidesunrestrictedstrongcryptographicsecurity

Its modularstructureenableshevendorgo flexibly chooséheneededomponentfor aspecificimplementa-
tion. SSHCommunication&ecuritys commitmento customesupportproductquality, andnew innovation

ensurehatthe SSHpartnerscansuccessfullyffer leadinglPSECproductgo their customersiow andin the

future.

The SSHIPSECExpresgoolkit makesit easyto integratelPSECinto the existing TCP/IP stackof a ven-
dor’s product. It is designedo be easilyportableandto have cleaninterfacesto the surroundingoperating
ervironmentto facilitate easyintegrationinto OEM products. The SSHIPSEC Expresstoolkit is highly
interoperablelt hasbeenthoroughlytestedagainstall majorIPSECimplementationgn the market.
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Chapter 2

IPSEC Protocol

With the help of cryptography TCP/IP communicatiorcan be madesecurewithout limiting its flexibility .
Cryptographianethodsandprotocolshave beendesignedor differentpurposesn securingcommunication
on the Internet. Theseinclude,for example,the SSL for HTTP traffic, the SSHfor secureogin, S/IMIME
andPGPfor e-mail,andthe IPSECfor pacletlevel security

The purposeof the IPSECprotocolsuiteis to provide a standardsecureway for communicatingoy using
the TCP/IP protocol. The IPSEC protocolis a setof security extensionsdevelopedby the IETF and it
providesprivacy andauthenticatiorservicedy usingmoderncryptographianethods SSHCommunications
Securityis notonly following standardshut hasbeenactively involvedin the IETF IPseceffort andhasbeen
developingthosestandards.

To protectthe contentsof an IP datagramthe datais transformedisingcryptography Therearetwo main
transformatiortypesthatform the building blocksof IPsecthe AuthenticatiorHeader{AH) transformation,
andthe EncapsulatingsecurityPayload(ESP)transformation.Theseare configuredin a datastructurethat
is calleda SecurityAssociation(SA).
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Chapter 3

AH Transformations

TheAuthenticatiorHeadel(AH) providesauthenticatiorfdataorigin authenticationgonnectionlesimtegrity,
andanti-replayprotectionservices}o a datagramlt protectsall thedatain the datagranfrom tamperingas
specifiedn the SecurityAssociationjncludingthefieldsin theheadethatdo notchangen transit. However,
it doesnot provide confidentiality

An IPsecAH transformatiorcalculatesor verifiesa MessageAuthenticationCode(MAC) for the datagram
beinghandled. More specifically in the caseof an outgoingdatagraman AH transformatiorcalculatesa

MAC valueasspecifiedn therelevantIiPsecstandardThe MAC is calculatedusingthe appropriatesecurity
associatiorasspecifiedby the transformatiorsequencehatis applied. TheresultingMAC codeis attached
to thedatagram.

AH transformscanbe madein eithertransportor tunnelmode. Transformationin transportmode means
thatthe original paclet’s IP headewill bethelP headeffor the transformecpaclet andtunnelmodetrans-
formationmeanghe thatpacletis appendedftera new IP headermsshavn belov in Figure3.1 (The AH
transformations).Transformatiorin tunnelmodeis typically usedin a securitygatevay or a VPN device
while thetransporimodetransformations usedin host-to-hostommunications.
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Figure3.1: The AH transformations.
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Chapter 4

ESP Transformations

The ESPheadeprovidesconfidentiality dataorigin authenticationgonnectionlestegrity, anti-replaypro-
tection,andlimited traffic flow confidentiality It doesthis by encryptingthe contentsof the datagramas
specifiedby the SecurityAssociation.The ESPtransformationgncryptanddecryptportionsof datagrams,
optionally wrappingor unwrappingthe datagramwithin anotherP datagram.Optionally ESPtransforma-
tions may performdataintegrity validationand computean Integrity CheckValue (ICV) for the datagram
beingsent.Like AH, ESPcanwork in bothtunnelandtransportmode(seeFigure4.1 (Encapsulate&ecu-
rity Payload)below). In the caseof a transportmodeassociationthe upperlayer payloadalongwith any
headergollowing the IP headerareencryptecandenclosedvithin an ESPpayload.If thetransformatioris
atunnelingtransformationthe completel P datagranis enclosedvithin the ESPpayload.A new IP header

is generatedand attachedo the ESPpayload. The newv headewill containno IP options,independenbf
whethertheoriginal IP datagranhadany IP optionsor not.
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Figure4.1: Encapsulate&ecurityPayload.
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Chapter 5

Security Associations,SAs

Fromthe IPsecpoint of view, a SecurityAssociationis a datastructurethatdescribesvhich transformation
is to beappliedto a datagramandhow. The SA specifieghefollowing parameters:

e Theauthenticatioralgorithmfor AH andESP

Theencryptionalgorithmfor ESP

Theencryptionandauthenticatiorkeys.

Lifetime of encryptionkeys.

Thelifetime of the SA.

Replaypreventionsequenc@aumberandthereplaybit table.

The sizeandcontentsof a SecurityAssociationare specifiedby the transformation An associatioomay be
static, containingonly datathatis never changedby the transformation.Alternatively, it canbe dynamic,
containingdatathatis maintainedy thetransformatiorandchangedvhene&eradatagrams handled Serial
numberbasedeplayprevention,compressiomreexamplesof transformationshatneeddynamicdata.

An arbitrary32-bitnumbercalleda SecurityParameteréndex (SPI),aswell asthedestinatiorhosts address
andthe IPsecprotocolidentifier, identify eachSA. An SPlis assignedo a SA whenthe SA is negotiated.
The SA canbereferredto by usinga SPlin AH andESPtransformations.

SA is unidirectional. They are commonlysetupas bundles,becausdypically two SAs are requiredfor
communicationsSA managemeris alwaysdoneon bundles(setupdelete rekey).

SSHIPSEC ExpressWhite Paper © 1999SSHCommunicationSecurityLtd



14 Chapter 5. Security Associations,SAs

© 1999SSHCommunicationSecurityLtd SSHIPSEC ExpressWhite Paper



15

Chapter 6

ISAKMP/Oakley (IKE)

Beforea securesessioncanbegin, the communicatingpartiesneedto negotiatethe termsfor the commu-
nication. Thesetermsarethe onesthat aredefinedin the SecurityAssociation(SA). Thereneedso be an
automatecprotocolto establishthe SAsto make the procesdeasiblein a global network like the Internet.
This automatedgrotocolis the IKE. It is meantfor establishingnegotiating,modifying, anddeletingSAs.
IKE combineghe InternetSecurityAssociationandKey ManagemenProtocol(ISAKMP) with the Oakley
key exchange.ISAKMP is a framework for creatingconnectionspecificparametershatis not limited to
IPsec but currentlylPsecis the only domainof interpretatiorfor it. Oakley is the actualinstantiationof the
ISAKMP frameawork for IPseckey andSA generation.

6.1 IKE Modes

IKE worksin two phasesThepurposeof Phasé is to establista securechannefor furthernegotiationtraffic
andauthenticatethe negotiatingparties. It establishes SA for the ISAKMP itself. Phasdl negotiationis
thenusedto establisithe SA for IPsec.Thoughthetwo phaseapproachs moretime consumindor theinitial
negotiationthanjust one phasengyotiationwould be, the benefitsare gainedasthe morefrequentPhasdl
negotiationscanbe performedfasterafterthe Phasd negotiationhasbeenmade. Therearetwo modesto
establisithephaseoneSA: Main ModeandAggressie Mode. They bothaccomplistthesamething, namely
theSA. Aggressie Modeis alittle fasterbutit doesnot provideidentity protectionfor thenegotiatingnodes.
Quick Modeis usedfor establishinghe Phasdl SA, andasthe nameimplies,usingit is quick afterPhasd
negotiationhasbeenmade.

6.1.1 Main Mode

In the Main Mode, the neggotiatingpartiesusethe first two messaget negotiatethe securitypolicy for the
exchange. The next two messagegperforma Diffie-Hellmankey exchangeand passnoncesto eachother
for signingandproving their identities. The lasttwo messageare usedto authenticatehe negotiatorswith
signature®r hasheandoptionalcertificates.
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Hoade
| Nonce, | KE | Header | =
_ ks
S IS
S &
= | Header | KE | Nonce, | &
| Sig, | [Cert] | ID; | Header |
| Header | D, | [Cert] | Sig, |
Header - an ISAKMP header corresponding to the used mode [] denotes an optional payload
SA - the negotiated Security Association
Nonce - a random number sent for signing This figure is based on authentication by using signatures.
KE - Key Exchange data for Diffie-Hellman key exchange The payloads are slightly different when other authentication
Sig - signature payload used for authentication methods are used. The main difference is that the signature
Cert - a certificate for the public key is replaced by a hash.

ID - identity payload (ii is initiator and ir responder in phase | )

Figure6.1: IKE Main Mode.

6.1.2 Aggressve Mode

The Aggressie Moderesembleshe Main Mode, but therearefewer exchangesThefirst messag@roposes
the policy, and passedlatafor key-exchangeand the noncefor identification. The secondmessageés a
responsehat authenticatethe responderand concludeghe policy negotiationandkey-exchange.The last
messagés usedto authenticateéheinitiator.

6.1.3 Quick Mode

Quick modeis usedto negyotiatethe IPsecsecurityservicesandto generatenew keying material. A full
Diffie-Hellmankey exchangamaybe doneto provide perfectforwardsecreg, thoughit is notmandatory If
no PFSis requiredthe partiesjust generataen key usinghashesandidentify themselesby usingnonces.
Otherwisethe new keying materialis includedin the exchange.

6.1.4 NewGroup Mode

The purposeof the New Group Mode is to negotiatea newv group (MODP or elliptic curve) whereto do
Diffie-Hellmanexchange.
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Initiator

Initiator

o, Noncg | [KE] SA Header
Header | SA | [KE] | Nonce | D | [Cert] | sig,
Sigr [Cert] | Header
Header- an ISAKMP header corresponding to the used mode .
SA- the negotiated Security Association [1 denotes an optional payload
Nonce- a random number sent for authentication
KE - Key Exchange data fdbiffie-Hellmankey exchange
ID - identity payloadui is initiator andur responder in phase Il)
Cert - a certificate for the public key
Sig - signature payload used for authentication
Figure6.2: IKE Aggressie Mode.
(o, (o,] [KE] Nonce,| SA Hash, Header
Header | Hash, SA Nonce;| [KE] (ID,] (o,
Hash, Header
Header- an ISAKMP header corresponding to the used mode [1denotes an optional payload

SA - the negotiated Security Association

Nonce- a random number sent for authentication
KE - Key Exchange data fdbiffie Hellmankey exchange
Hash - the output of a hash function over specified payload data

ID - identity payload\; is initiator andur responder in phase Il)

Figure6.3: IKE QuickMode.

Responder

Responder
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Chapter 6. ISAKMP/Oakley (IKE)

SA Hash, Header

Initiator

Header- an ISAKMP header corresponding to the used mode
SA - the negotiated Security Association
Hash- the output of a hash function over specified payload data

Responder

Header | Hash, SA

[] denotes an optional payload

Figure6.4: IKE New GroupMode.
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Chapter 7

What is SSHIPSEC Express?

SSHIPSECEXxpresss a setof protocolimplementationslevelopedby SSHCommunication$SecurityLtd.
(SSH)accordingo the specificationsetout by the InternetEngineeringraskForce(IETF).

The implementedorotocolsincludethe IPsecAuthenticationHeader(AH) andEncapsulate@ecurityPay-
load (ESP)alongwith the standardransformationss specifiedby IETF. Both RFC definedold ESPand
AH andnew internet-draftversionsof the protocolsareimplemented The SSHIPSECExpresaisesstrong,
unrestrictectryptographyto provide maximumprotectionto confidentialinformation.

The SSHISAKMP/Oakley is afull implementatiorof theISAKMP/Oakley protocol.lt is aseparatenodule
from the SSH IPSEC Expressand can be usedtogetherwith SSHIPSEC Express,or as a separatekey
managemenproduct. It is also possibleto use manualkeying with the SSHIPSEC Expressand adding
supportfor morekey managemerprotocolsis easy

7.1 SSHIPSEC Expressand ISAKMP/Oakley Functional Overview

Thetwo majorgoalsin the SSHIPSECExpressspecificatiomprocessreportability andarchitecturaperfor
mance.The designreflectsthesecontradictorygoals.

The focus on portability hasled to a designwith a numberof platform independenmodulesalong with

a numberof well definedinterfaceswith platform specificmodulesandservices. In orderto easesource
codeanalysishasedsecurityassurancegll securityrelevantfunctionality hasbeenencapsulateth platform
independentnodules. The useris ableto assurethe securityof the productby inspectingjust one set of

sourcecode.

SSHIPSECExpressontaindive basicparts,which are:

e SSHIPSECInterceptoiModule

e SSHIPSECPacket Processingengine

SSHIPSEC ExpressWhite Paper © 1999SSHCommunicationSecurityLtd
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SSH IPSEC

SSH Certificate
ISAKMP/Oakley 4 Processing Tools
K ey M anager

; ;

SSH IPSEC Policy SSH Cryptographic

M anager Library
Applications SSH Utility Library
TCP UDP SSH IPSEC Engine
IP | |

/

Networ k adapter

Figure7.1: Theintegrationof SSHIPSECEXxpresgo theexisting TCP/IPstack.

e SSHIPSECPolicy Manager
e SSHIPSECISAKMP/Oakley
e SSHIPSECCertificateProcessingools

Figure 7.1 (SSHIPSECExpressand the TCP/IP stack)shavs one exampleon how SSHIPSECEXpress
interfaceswith the underlyingoperatingsystem. The SSHIPSECExpresscanbe thoughtasan additional
protocollayerinsertedbetweera TCP/IPimplementatiors IP layerandary numberof network interfaces.
SSHIPSECInterceptomodulerepresentshis protocollayer. It is anoperatingsystemdependenportion of
SSHIPSECExpresghatpassepacketsfrom the network interfacesandthe P protocolstackto SSHIPSEC
Expressandback. It hidesall operatingsystemdependencieso thatthe othermodulescanbe adaptedo
new ervironmentswvithout majormodifications.

The SSHIPSEC Interceptormodulelooks like a protocolwhenviewed from network adapterandlike a
network adaptemwhenviewed from the upperprotocol. The InterceptormodulepassedP pacletsbetween
operatingsystemandthe SSHIPSECEngine.

The securitytransformatiorfunctionality meangshat securitypayloadsare added verified and/orremoved.
The payloadshandledbelongto the IP datagramglowing from IP to the network interfaceandvice versa.
Theapplicationandorderof thesetransformationss directedby compiledinterpretecbyte-codelatercalled
asfilter-code. Using compiledfilter codeto directhow the transformationsare appliedis oneof the novel
ideasin SSHIPSECExpressnotfoundin othercurrentiPsecmplementations.
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At a superficiallevel, the filter coderesembleghe paclet filtering capabilitiesavailablein mostmodern
TCP/IProuters. However, whencombinedwith securitytransformatiorfunctionality, the expressie power
greatlyexceedscurrentrouterbasediltering capabilities.

AbovetheSSHIPSECengineis the SSHIPSECPolicy Manageralevel for policy-managementt is respon-
siblefor decidingwhetheror not certainconnectioncanbe establishedhow the correspondingparameters
aresetup, which certificatescanbeusedfor authenticationandwhatkind of limitationstheparameterbave.
A limitation canbefor examplethe maximumlifetime of aconnectiorwithoutre-keying or somealgorithms
thatarenot preferred.

Theapplicationlevel processethathandlekey andsecurityassociatiomegotiationform the topmostlayer.
Thesearecalledwith the mutualname'K ey Managers’. Their taskis to find appropriatekey materialand
securityassociatiorparameterdasedon which partiesare connectingandthe securitypolicy given by the
policy managemerdandthusby the securityadministrator

Key materialcanbe pre-sharedr generatedn demandusingthe ISAKMP/Oakley protocol.

7.1.1 SSHIPSEC Packet Inter ceptor

The paclet interceptoris an operatingsystemdependentodule. The moduleis injectedbetweenthe IP
protocollayerandary protectechetwork interfacesat systemstart-uptime.

ThepacletinterceptorecevescompleteP datagramsor possiblyfragmentedP paclets,bothfrom the IP
protocolandnetwork interfaces.As the pacletinterceptotis platformdependentit hasbeendesignedo be
assimpleaspossibleto make portingto differentplatformsaseasyaspossible.

7.1.2 SSHIPSEC Engine

The primary purposeof the SSHIPSECEXxpresss to authenticat@nd securecommunicationsin practice
this meangperformingsecuritytransformationso incomingandoutgoinglP datagramsThe orderandtype
of transformationss determinedy filtering in the form of transformatiorsequences.

SSHIPSECEnNgineperformsthreetypesof operations:

o |P pacletfiltering
e Securitytransformations

e Othertransformations

In the SSH IPSECExpressframework, a securitytransformationmay be an AH transformationan ESP
transformationa compressiortransformationpr a specialtransformation.Theseareall discussedn detalil
belov. A "specialtransformation’is a termintroducedfor SSHIPSECEXxpressit is not part of the IPsec
standardgrack. Most specialtransformationsandlelP options,filter pacletsbasedon their contents,or
performanetwork addresdranslation(NAT).
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22 Chapter 7. What is SSHIPSEC Express?

If the sizeof a datagranexceedghe Maximum TransferUnit (MTU) of theunderlyingnetwork, the IPSEC
Enginetakescarethatall necessarfragmentatiorwill be performed.

IPSECEngineis implementedn theoperatingsystemkernel.

Security Transformations

Securitytransformationgrealgorithmicmoduleghatperformthe ESPandAH transformationsisspecified
in the standardsThe transformatioralgorithmsarefully re-entrantmakinga latertransitionto parallelized
architectureeasier

SpecialTransformations

Specialtransformationsnay be usedto modify the IP headeior the TCP/UDPheader They have nothingto
dowith AH andESPtransformationswhich addor deleteAH header&andESPpayloadsyrespectiely. For
example,a specialtransformatiormay be usedfor Network AddressTranslation,to redirecta certainport
for all hostswithin a network to a singlehost,e.g.,ahostperforminga proxy key managemergener for all
hostswithin the network. As anotherexample a speciatransformatiormaybeusedto detectary IP routing
optionsanddropary datagramgontainingthem.

7.1.3 SSHIPSEC Policy Manager

The purposeof the Policy Manageitis to:

Maintainthe compiledfilter languageon behalfof the IPSECEnNgine,thuskeepingthe actuallPSEC
Enginesmallandfast.

¢ Createthefilter codeexecutedby the enginebasednthe SPDandSAIS.

Communicatesecurityassociationmaintenancénformationto the IPSECEngine(add,delete).

Make policy decisionsaboutacceptabilityof new connectiondasedn local andremoteidentities.

Policy managemengetsrequestsrom the IPSECEngineandthe key managersTheremay alsobe a user
interfacethatcommunicatesvith policy manager

7.1.4 SSHISAKMP/Oakley

The SSHISAKMP/Oakley is a separatdibrary from SSHIPSECEXxpress.It canbe usedasa partof SSH
IPSECEXxpressor asa completelyseparaté&ey managemergolutionin conjunctionwith athird partyIPsec
Engine. The designgoal hasbeento createan opensolutionthat canbe usedwith any IPsecEngineand
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ary CA. Thestructureenablesasyintegrationto differentPublicKey Infrastructure¢PKIs) with thehelpof
certificateprocessingools. Currently the certificatetools supportX.509v3certificates.

The SSH ISAKMP/Oakley is a full ISAKMP/Oakley implementationthat implementsall the necessary
phasesand modesaccordingto the latestdrafts available,including supportfor the New Group Mode not
foundin mary implementationsCompatibility optionsfor older systemshave alsobeenimplemented Au-
thenticationcanbe doneusingseveralmethodsincluding pre-sharedeys, DSSsignaturesRSA signatures,
or RSAencryption.

To provide perfectforward secreg, the SSHISAKMP/Oakley supportsDiffie-Hellmankey exchangeusing
thedefault 768-bitMODP or 1356-bitMODP groups.More groupsover MODP canbefreely negotiated.

Efficiengy hasbeenincreasedy, for example,supportingmultiple Quick Mode SAs in one Quick Mode
exchangeandby supportingautomatiacandomizeigeneratoduringidle time to make Diffie-Hellmanexpo-
nentiationdaster

7.1.5 Manual Keying

Manualkeys are staticcryptographidkeys that have beenpre-sharedby securityadministrators Statickeys
mustbekeptsecretasthey areusedfor encryptionanddecryptionasis.

In SSHIPSECExpressmanualkeying is notintendedfor normal,every day usebut mainly for testingand
evaluationpurposesUsingstatickeys makesreplaypreventionimpossibleandthereforeSSHIPSECExpress
will notcheckfor replaypreventionif thesecurityassociatioris markedasstaticallykeyedby akey manager

ThePolicy Managelimplementsmanualkeying.

7.1.6 Certificate Processinglools

The SSHIPSECCertificateProcessingools enablethe SSHISAKMP/Oakley to useX.509v3 certificates.
Thesetoolsmalke it possibleto:

Verify the X.509v3certificatesandaddpublic keys to the public key database.

GenerateX.509v3certificatesCRLsandARLs.

GeneratdKCS#10certificaterequests.

Traversecertificatechainsup to a given CertificateAuthority (CA).

CheckX.509CLRs.

Accesd. DAP directoriedor certificatesandCRLSs.
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24 Chapter 7. What is SSHIPSEC Express?

7.2 Preventing Denial of Sewice Attacks

Any hostinterfacingto the Internet,or ary otherinsecurenetwork, maybecomesubjectto Denialof Service
(DoS)attacks.

The first preventionagainstresourcesxhaustingDoS attacksis built into the IPsecprotocolspecifications.
Within anincomingpaclet, the SPIvaluealongwith the destinatioraddresselectghe securityassociation
usedto decryptor checktheincomingdatagram.If anadwersarydoesnot know ary valid (protocol, SPI,

destinatioraddressiriples, its probabilityto guessoneis small. However, ary partyhaving avalid (protocaol,

SPI, destinationaddress}riple canconsumaesourcedy sendingencryptedor integrity protectedpaclets

thatdon't decryptor appeato bevalid.

In the SSHIPSECEXxpressthe input paclet handlinghasbeendesignecandimplementedn sucha way
thata baddatagrams droppedasearly as possible.No moreresourcesghanis necessaryo determinethe
datagransvalidity areconsumedIf the datagramhasa baddestinatioraddres®r abadsourceaddressit is
droppedlf the(protocol,SPI,destinatioraddressjriple is notfoundandsecuritytransformations required,
thedatagrams droppedandsoforth.

Therearealsoconfigurabldimits on resourceconsumptiorsuchasthe numberof SAs andthe numberof
SAsperhost.
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Chapter 8

Conclusions

IPsecis a technologythat will solve mary of the securityproblemsof the currentinternet. It hasa wide
supportfrom all the major playersin the industry As the Internetgrows, the market mandatedoy dif-
ferentorganizationswill demandsecurity The SSHIPSECExpressis a full IPsecimplementationwith
ISAKMP/Oakley thatbringsthe benefitsof securejnteroperableommunicationso networking products It
supportsall the latestfeaturesand standardsnd offers uniquearchitecturakolutionsthat enableeasyand
fastmigrationto a securdnternet.
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Chapter 10

Terms and Abbreviations

This sectionprovidesdefinitionsfor severalkey termsthatareusedin this documentOtherdocumentgro-
vide additionaldefinitionsandbackgroundnformationrelevantto this technology Includedin this glossary
aregenericsecurityserviceandsecuritymechanisnmerms,plussomeSSHIPSECExpress-specifiterms.

Accesscontrol A securitymeasurdhat preventsunauthorizediseof resourcesin the IPSECcontext,
theresourceso which accesss beingcontrolledareusuallythe computingcyclesof a host,the datastored
in it, the network behinda securitygatevay, or the bandwidthon thatnetwork.

Authentication Header (AH)  An upperlevel headetocatedbetweerthe P heademanda payloadwithin
an|P paclet. Typically, an AH includesanICV of thetransferindependentontentsof the IP paclet. The
exactnatureof the checksundepend®n thetransformatiorused.An AH is usedto ensurethe integrity of
thewhole IP paclet, including boththe payloadandthe IP header It doesnot provide dataconfidentiality
The AH transformatiornis definedin RFC2402.

Authentication  The verification of the identity of a personor process. In a communicationsystem,
authenticatiorverifiesthatmessagesomefrom their statedsource.In relationto SSHIPSECEXxpressthis
termis usedto referto the combinationof two nominally distinct securityservicesdataauthenticatiorand
connectionlesstegrity.

Availability A securityservicethataddressethe securityconcernsengenderetby attackson networks
thatdery or degradeservice.For example,in the IPseccontext, the useof replaypreventionmechanismn
AH andESPsupportavailability.

BITS  Bump-in-the-stackDenoteshe possiblelocationof an IPsecimplementatiorcomparedvith the

locationof the TCP/IPstack.In a BITS implementation|Psecis locatedunderneattan existing implemen-
tationof anlP stack betweerthenative IP andthelocal network drivers. Sourcecodeaccesgor the IP stack
is notrequiredin this context, makingthis implementatiorapproactappropriatdor usewith legag systems.
Thisapproachwhenit is adoptedis usuallyemployedin hosts.

BITW Bump-in-the-wire.Denoteghe possiblelocationof anIPsecimplementatiorcomparedvith the
locationof the TCP/IPstack. In a BITW implementationan outboardcrypto processois used. Suchim-
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plementationsnay be designedo sene eithera hostor a gatevay (or both). Usuallythe BITW device is
IP addressableWhensupportinga singlehost,it may be quite analogougo a BITS implementationbut in
supportingarouteror firewall, it mustoperatdik e a securitygatevay.

Certification Authority (CA)  An entity thatattestgo theidentity of a personor anorganization. A CA
canbe an externalcompaury that offers certificateservicesor it canbe an internal organizationsuchasa
corporateManagemeninformationSystem(MIS) departmentThe chief functionof the CA is to verify the
identity of entitiesandissuedigital certificatesattestingto thatidentity.

Certificate A digital documentvhichis usedor verifying theidentity of theotherendof thetransmission.
Any typeof addressncludingdomainnames|P andemailaddressesanbeauthenticatedsingcertificates.
CurrentSSHproductsuseX.509certificates.

Confidentiality A securityservicethatprotectsdatafrom unauthorizedlisclosure Usually, unauthorized
disclosureof applicationlevel datais the primary concern but the disclosureof the externalcharacteristics
of communicationcan also be a concernin somecircumstances.The traffic flow confidentialityservice
addressethis latterconcerrby concealingsourceanddestinatioraddressesnessagéength,or frequeng of
communicationln thelPseccontet, usingESPin tunnelmode especiallyata securitygatevay, canprovide
somelevel of traffic flow confidentiality Seealsotraffic analysis.

CompressionParameter Index (CPI) A field in the IPCOMP headerthatdenoteghe algorithmto be
usedon payloadcompressionSeealsoSPI.

Denial of Sewice (DoS) Denotesattacksthat do not causea securityviolation per se, but harmthe
availability of a service.For example,if anattaclersenddots of forgedpacletsto anSSHIPSECVPN host,
they may degradethe performanceof the host. Oneof the designgoalsin the SSHIPSECarchitecturehas
beenminimizing the consequenced Denial of Serviceattacks.

Encryption A securitymechanisnusedfor thetransformatiorof datafrom anintelligible form (plaintext)
into an unintelligible form (ciphertext), to provide confidentiality The inversetransformationprocessis
designatedlecryption but encryptionis oftenusedto genericallyreferto bothprocesses.

Encapsulating Security Payload (ESP)  An upperlevel IP headetthat denoteghat the contentsof the

payloadareencryptedandpossiblyalsootherwiseprotected. An ESPmay appearafterthe IP headerafter
an ESPheaderor theoreticallyalso elsavherewithin an IP paclet. An ESPonly protectsthe contentsof

the payload,not ary associatedheader Therefore,it is possible,for example,to changeary field in the

headeof theIP pacletcarryingan ESPwithout causinga securityviolation. Thecontentof the ESPheader
areunknown to anyone not possessingnformationaboutthe transformatiorand SA neededo recover the

protecteddata.An ESPmayalsocontainintegrity protection.The ESPprotocolis definedin RFC2406.

HMAC  HashMessageuthenticationCode. A secretkey authenticatioralgorithm. Dataintegrity and
dataorigin authenticatiorasprovidedby HMAC dependon the scopeof the distribution of the secretkey. If
only the sourceanddestinatiorknow the HMAC key, this providesboth dataorigin authenticatioranddata
integrity for pacletssentbetweerthetwo parties.If theHMAC is correct,this provesthatit musthave been
addedby thesource.

Integrity Check Value (ICV) Usually an HMAC algorithmusing either MessageDigest5 (MD5) or
SHA-1 hashfunctions,but possiblyalsoa DES-MAC or HMAC-RIPEMDalgorithm.Seealsointegrity.
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Inter net Key Exchangedaemon(IKEd) ThelnternetKey Exchangaelaemoris anarchitecturatompo-
nentof SSHIPSECExpresgesponsibldor negotiatingandsettingup SAs. The SSHIPSECExpressolicy
managemernis alsocombinedKEd, that makespolicy decisionsaccordingto the rulessetup by security
administration.

Integrity A securityservicethatensureshatdatamodificationsaredetectablelntegrity servicemeedto
matchapplicationrequirementslPsecsupportstwo forms of integrity: connectionlesstegrity andreplay
prevention. This is in contrastto connection-orientethtegrity, which imposesmore stringentsequencing
requiremententraffic to beableto detectostor re-orderednessagegor example.Althoughauthentication
andintegrity servicesareoftencited separatelyin practicethey areintimately connectedaindalmostalways
offeredtogether

MessageAuthentication Code (MAC) A mechanisnthat providesmessagéntegrity by usinga secret
key cryptographidunction.

Packet filtering A methodfor determininghow passingP pacletsshouldbe handled Packetfiltering is
appliedto all IP pacletspassinghe IPSECEngine.Pacletfiltering may modify the IP paclet, passit intact,
or evendropit.

Security Parametersindex (SPI)  An arbitraryvalueusedin combinatiorwith adestinatioraddresand
a securityprotocolto uniquelyidentify an SA. The SPlis carriedin AH and ESPprotocolsto enablethe

receving systemto selectthe SA underwhich arecevedIP pacletwill beprocessedAn SPIhasonly local

significanceasit is definedby the creatorof the SA, which is usuallythe recever of the IP paclet carrying
the SPI.Thusan SPIlis generallyviewedasanopaquebit string. However, the creatorof an SA may choose
to interpretthe bitsin an SPIto facilitatelocal processingThis termis definedin RFC2401.

Traffic analysis  Theanalysisof network traffic flow for the purposeof deducingnformationthatis useful
to anadwersary For example,frequeng of transmissionthe identitiesof the corversingparties,sizesof IP
paclets,andflow identifiers.

Transformation A particulartype of changeappliedto anIP paclet. For example,ESPencryption AH
integrity service,and payloadcompressiorare transformationtypes. An SA suppliesthe keys and other
association-specifidatato a transformation. The IPSECtransformationsare definedin RFC 2401, RFC
2402,RFC2403,RFC2404,RFC2406,andRFC2405.

Transformation sequence A setof transformationappliedto anIP pacletoneafteranother For example
anoutgoinglP pacletcanbe protectedirst with andESPto ensuredataconfidentialityandhigherlevel data
integrity, andthenwith an AH to protecttheintegrity of thelP headercarryingthelP paclet. In thiscasethe
transformatiorsequenceonsistsof an ESPtransformatiorfollowed by an AH transformation SSHIPSEC
supportsalso othertypesof transformationsand thereforetransformationsequencesay occasionallybe
ratherlong, even5 or 6 steps.However, typically mosttransformatiorsequencesonsistof justoneor two
steps.Thisis discussedn RFC2401.

Trusted subnetwork A subnetverk of hostsandroutersthatcantrusteachothernotto engagen active
or passie attacks.lt is alsoassumedhatthe underlyingcommunicationghannekuchasa LAN or CAN is
notbeingattacledby ary othermeans.
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